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SIRGRIESFTEAISEN, NMIBRNEED R 2GR FENTRENR
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- NARE: NASEEWIE. MAEPE. NRIETHRERP. KB MA
FABAAEIN, ERIUAEN, R (SIGIERD R

. WESEEZS: VPN, TLS. L&BiMEe. F{asi,
. BEERLRE: A—FEWKS MagicOS IEEELL. 10T 8EEHKE:S:
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« BT MagicOS RERTAEREEE A Farlrm, RIEREREEAE
LiRHAIZESIMS AR TEER, FRIRERISEIRAE LRI
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BEGR M, HEHTHRSR MagicOS RLKRIILD, FEHEE
BRERREETH RS, SENTFRREE:
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REENNEIHITHRENES FA+PN—ER5I1SER, TMERKNSIS
#£F (ROM SoC Bootloader) . XSS R ENERRE NG A AERIE
ROM i, I BETEENR, BRREEMIEER.

R 5 ISEFHITEARNRFRMN, M Flash FESHFIMERZRS S
2R (Flash Device Bootloader) . {ER{REFEELHWNER Fuse /A (k22
TZ, —ERATER) HQBRENQBHTRIEE, FR5ISEFEF
RBREYN RS ISEFRENEFEBHTRE, RINEIET_R3ISER.
RS |ISERME. WIFFHUT I —MREESUE. LUERE, BRIBNRERS
s15ERk, NMRIESEIIEAEERES, HLERERINATRE R REINEIE

,—

1T,
System Running

E— i
Flash Device Bootloader Normal World OS Boot

i f
ROM SoC Bootloader Secure World OS Boot

¥ %

Device Power On

MagicOS F=ga3z#F Verified Boot IhgE, EXIFF/S Verified Boot {RIFPHY

RIFERGH K THEN, RASERTRRIED XGGITEMRITTE LRI

SRR FAIR KRR Y. R TIHLEE SR AR B RS
X, WRBAEEIRENCT S DRERIEEARE.

8 /79
WIS ORBEIREIRAT 2021-2024, {REB—IRF,



HONOR
BEHINARERS | ZE N REA #0028

AT HREEREINEE R ERRIFAIFER, MagicOS 2fEREHRE5(E
TR E R ZRIREFRE. CRIEH T SRV IR Z IR |
Z, XENEREEREAT (SFERRT)

- 3DES. AES128. AES256

« SHA1, SHA256

«  HMAC-SHA1, HMAC-SHA256

« RSA1024, RSA2048, RSA3072. RSA4096
- ECDSA-P256, ECDH-P256

-+ ED25519, X25519

- E®%SM2, SM4

« 54 NIST SP800-90A #rfEHY CTR_DRBG BEHEUA A= Miw/E NIST
SP800-90B tAEEKAVER AR

REE—EREREC FREBEAI— M E—RR. TR REEHRER AN
S | ZRTERIREESNCREAERAMFE, REWE—EH/ MagicOS
RUERIREE—IHRE TRIL. SFERARIPAN GRS INE FI8E AR
T,
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REHEFRREC R AESER—MRR, BA R IIw=Es 128
FERIRE B E—XRRBNIRSEFRERE. FRIRSEZRHE
MagicOS TER—XiRFaeIRE HERINEH.

StrongBox*

StrongBox 2—METRRARIEHAEEIE, MEERE. FRAK
FEEEFHHEREN. RATLUEY StrongBox 124890, FREMELS
UL TCRRIFECRIER. REFmEEERRETHEIR I ZEFHE R,
BE37#F StrongBox TgE, R TENNLERIZREERENE, 79 Passkey F#]

FEDIAIL SRRV RIFETE.

T

ZeTtt (Secure Element) 2—MEMRZEHIT. SUEFHEFRIFAET
WARSINERIS R, BEBMESRZONLREEK, RETHEBMZNRN
7. BAWEHENR. NE/fFEEERR. MERURKGRRS, JREE
WEREITRIN AN EER S, EINRRTE. MRt R TZE
THHERIREX IR ZNL e, ReTHHBE T CCEAL6+ (BE4) . EALS+
() LEINIE, LUK EMVCo FEFFRVEAIE.
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f&45thY USB filitk\ U BSFES, TABBETNFIE, HEF(IR
HERRAIERMERIF.

ERFPFBFIIER, MagicOS RIAEIRSEEFE (TSM) £{Fh%
EHEEE, FLNEERETSRETHEYREMNIEE
(SCP) HHTIE(E, ERETTHRFTRIAE. MUMNLEEITTE. MERT
N REZLZ ETEERAT R ERIVERSINES, FEXKBFIRE PIN
BRI,

RFPEERFIER, BeEdalE Ul REHA PIN B TAEEEE
TETTHSERFEIETREMRIAEN RPN ZERH THFER. ]/IT
RDARGENRZRZZERITHITIOES, BRZZHNRE.

RBPETHE (KHF) FIEN, RRsERERTETHPEErREER
XF, BARIRE.

MIEBATAHEFERRERHEER, BNEREA, IEPAEBREUTR
TR, RIEEBEHRTENHE.

IR FES A

RERD T mRER T SXCRMYMNREFWEEH, ORFFEEHER CC
EALS+ZEINEE, ABEIRVAIRNT. SANEENR. LERR. BEnE
ESIEURRERS, #H—SIEEMFEN0IE. EYHEEEE. BiEnEE
RIGRIP, (RIERFRIEIER 2.
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AEHTRE RN EEEF SR M EHRBRSBEMY (SCP) LR

HENERNERHTLZEEE. EXNERERSETIETHE, FRED
RUBBMHIE—RTE (HUK) BATIREFBIAEITRREINRREFHECH S
B, KEZeFECHSEOR——4E, BRiit A m RSN,

ZEBEMYAMERNSIEER, EREEMAEEREEMRIEFIAK

BCXIZ R TIRE, PrLEEEAREHEE.

SE: IhRERAERR DS A L SHF m LR AL,

AIfEHATIRER
AEDLERERMRBFNAGHTING. REUEHTE, 818 Global
Platform TEE #xfE, RREEEMARNETEANMAZNZERMERS, B
BExe. BiteE. B BNSEhFE.

HTEE &< OS M43

HTEE (Honor Trusted Execution Environment, SEiEn]{SH{TIAE,
EFR HTEE) R5RERBMIEZATIRIREHRITING, 8F 72 0S K
%. ERBEURRGZORENAFAER, 7T TrustZone FIEIMAIAN
2,

TrustZone EFEHRFINZE, FM 7R, LRI,
TrustZone IHABAMEEN TERESD AL EHR (Trusted Execution
Environment , TEE, tBIUR/{SHITIAES) fOIFLSHR (Rich Execution
Environment, REE, BIFBHRITIMNG) . BEIRIAESHE CPU L 2HA
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MEBHRZ AR AR IRE. TRetFT, BHTIEEGEIRIR

PRIFEES, SIEMAE. INRE, BHVTITRED. TRREE. SR
AR T HERIRS, THEREIERS RPN TERARE.

Hypervisor BEHCE—Fh S EMRA, PRI E— MR
BB TR TIRE. XEES MYTRET =R —EE RS, ¥
F ARM ZHGHIS R, Hypervisor i5{TE EL2 BEREI, REIE(TE EL2 &
B REREINR A TR RESTREILIIEE. HTEE i5(1E VM o,

Z
S5H{ih VM RS, @I Hypervisor 5Efth VM j&(E.

5
Android ¥ B AT 5 HTEE R[5 AT 85
e 3 B 24N
AndroidHE 42 /1R 55 HTEEAR 55 HESE
Linux % HTEE OSHi N #%

Hypervisor/TrustZone& 4

F e P A

1 BRDRESHF M ERAECRT IR TEE, 5501 HTEE ThRENISERoE
5. BRI mSEPRISR .

R
HTEE {ERRMPAItZEet, BIdEWARIneE, ERiigit, BRFIRSE
SHERNZZINEIL, HRRRRHEERRS, RFERSESHERF
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S, BURET R, BN, BRI AR, (&
8 HTEE BEITT

RIFHT RN, BIRASHRISEA—ELNE, SENES R
SRMUSHEIIRR, MSHEES, KEHE, AIREES.

STIASER, BHRSTOREEED, HENBTRBEEE,
SRS SESRIE.
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HTEE RTINS BEIRFRSE TEE RRLER, MEER
&, RIS SR EEs ST MBI R AR, PR
BT, (SO ANTANOT, SIS RA R IR St
T, TR A B SR SR T a R HE TR, BT
BMERR, I AP SGHIEIRE, SURSEESENSINERLE, I
HESS. TREHERE,

HTEE 224 OS f B ESUT R E TR RaT SHITING, N RRE
BR LR,

S5, HTEE ERASHEATER REE MRGZL. BEEe. SN
& TEE MRARSESHTLIAMZLNE, BIHEREE. KA
B, HEREEEETRMNRSHHRAEERARSM, HOREHE
BREENDESN BRI, B S TINERR, S
asEgINE, PILLYARE. RAETEESAUSEINE. REE 5 TEE (B
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Al

SSIAEEN, (RIE TEE UM REE UKIFHEIRETERE, RIEETERS

*

FREHRRF. RELEFRATTRERNRRRI SR,

/o, HTEE BIIMRENLEEESN, RBEFNSEEITA, 150 REE M
REEE, WEIREWNRR—E, RIFERYER.

HTEE & OS AIRIIRENAIEITRE, NEENBRHE— TSR
TR, (RiEZR2WSHEEITIRI%E, HTEE 2% OS 32iZ MagicOS ZM%

£Wss, FEFFITNARSR:

FBF DRM (Digital Rights Management) #=hRI{RIF4R
RERIF
1o, (RPUTEREROI R e M, g,

RT#as s, MERNEENReE, RrAES NFC
s #{THERA. HTEE AJRIFAFPBANGRENZE, LTSRS
A,
RNFRBAERIP | EIRIPRBEN RIBE A RETEEX.

O, REFIIESU ARMBEINST. ZREEEFINEE, 9M TEE %
£ OS IR EHIITIMNEHI TR 2RIF.

¥ TEE "

ET Trustzone #1 Hypervisor EEHMEALE], EHBDT MmN "ESHRT
I TEE" + "IR#E HTEE" BUX TEE R, SEHTISAENRFR RN
NZEES.
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SoCiSRT B TEE BT RESNZEEM. T2t (RPMB, B4

T5E) . BREESRORHEERGRSER, RUTSEME. 10

B

. XHINEEEG R TR
HTEE EFHIGIE. SZS5%E. BEREFEMENTNLTENAT
K. EBBE. #EPRINAFEEGEHIEIEE, JUREEMEEREWSH

R,
Android AT IR L HTEER {5 HUTI IR &R BTEE
38 B w4 N 74N
AndroidHEZEF1 AR 55 HTEE AR 55 HEZE TEER 45 HELE
Linux 4% HTEE OSH N # TEE OSN#
Hypervisor [i] {4
TrustZone & {4
FOH L AgE

“E: W TEE THRERAERR T A B SHI m iR,

HTEE AJ{SIE{TIMR S HIB T 80 T

o {5FEIRS
HTEE =& OS HIRI{SED AR : TeXHRFFiES RPMB
(Replay Protected Memory Block) Ffi#, RIERFEENFHEENTENZERF
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DX, FEFHES] NAND Flash $5ErIFMEX I, RPMB SZisRAafiR. BhlE]
R, AIEERMETRREYE, AR NAZERRE, 81%eN
FINEELIAIE RS, AT, MRESESEH BN ANFERE.

EHTF HTEE &£ OS IR ENMHRS (SFS) |, REXNXBEENFE
RiFgES, ATRTEMEEHE. IEB. DARREBIEIIESUEREFRSE, BB
EiE, M. BT REESRER

HTEE F9=17H9 TA (Trusted Application, TJ{SNA) TEELEEFMERN
AP| SREEIEINZHERTREXMEST, INEEHNEIERS TA K56
inla), SN ABZEELE,

RETFIERA AES256 BiXNNMEE, S GP TEEREADE. R2FEN
BB IREE—EERITIRE, BEALIRE TEE 22X, SFRINEERY
HiEZ e XIINEBTI AR,

MagicOS #H—H1RMt 7 ETF Flash B9 RPMB 77{EIhEE, (RIFRFRHELL
EASHEIAEEMRFISE. RPMB B HTEE B TR 25, RPMB {9iA51E
ENFZRSIRBE—ERRITHE, RB HTEE 48858 RPMB S X{RHFAIA
&, REE MUARMAIER9EEO, RPMB T EUEITZMEEID N BRIITHEARESF I
. HMAC BSetlHIRG LIS, RUE MRS RS R,

DAREEIRSS

HTEE %% OS STFFZMXITR. ARSI EUNRERIRER X, 5
E—ChFaEEERIIRE, XIFREWE—EHE, XIFET SEIRERHER
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BIRVER, SHHFEMMEINEREINERRE, NE=HFFREEIERER

AOAVSS TA 1RAESHE, INAREE APIIBM Global platform TEE #RfE,

FiREZ 2, HTEE R4 OS NERRIEREMAITE, HWHIRIZAYREAS
Remk. BRBRERTERINREFMERT, B BNENReFETE
. AFAREWSHIFE, 7k TA RERREEBRRS.

[REFELZF

NiFmEE N EF RS EEeNEYIR K, EEERNESTAR
FFr (NIST) F 2023 ki T E—WEEFERFEIER FIPS &= (FIPS
203/204/205), EFEE—RIPHENEHEEN=ABFEZHE.

ATRIPIEEGARE "B, RRAR" AUXIBE, M MagicOS
8.0 FHAGEEFEMBEXTRE. MagicOS SINTEEFAPHENHEX
CRYSTALS-Kyber i85 &% CRYSTALS-Dilithium J3ER5> i sumT
ZE2Ii8, LMREEEFTENEIE, XEXEHIEF=E RSA/ECC &
HE ARSI M SEEEZ 2ERE.

IREFIERA

A THHR MagicOS IREZERERY, REELMiiE 7 iRFIEBSATA
HY, RBUIEBNLAMANEEREANE, BTRRRENE—GES0. i
BHEHRSAE] MagicOS RIRIEHRITIAG TEE RERENERT, WSTEE
EEORENERIER, RegEd i —2iAE RS RHAIE—ZEDA,

IREFIEPHE PKI RFEZR, SS=FEHwET:
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A 4

A 4

RCAIES —R/CAIEP IREFIED

NTF>fIR. WEXSEELLEKRNWS, MRFEWINRE. APHE
KSHEEYE, UTBETREIEBRAABEAIINANSIER (XFRA
Attestation IEE) , FZRIEBHHEALATINAY ST TIGNE. V55T I0IER
HEA AT RANSS, BRAREAERIRES RIFFFRAENANLYSS.

A5 Attestation IEBEFHIAY TEE PIBTIRRIERELR, BEUKIEDH
BT, WSRENEREEE, B TRE—REBINERRIEMN
[ERNAAGRERIGIEN, RFHUTHRRMANS

A 4
A 4
\ 4

tRCAIES —RCAIEB IREFIED AttestationiEH

aJfF Ul (TUl) *

7£ REE USRI AR, MRS SMEmN\NEE L RS
BRIFAERE, HTEE 22 OS 12T TiZEFAY TUI (Trusted UI, TJ1E UI)
B (58 GPHE) RRIFHY TA BRIIRNS, RES/MNIRENE
. SERATEEME L REE X iZERXERAEE, AR LILEREN AN TFR2R
MEANRSHIEN,. BIRESEFTIETIESELAER, BaE Ak
R,

TUI SR LUMRIE RvE AP RS BASHAER REE A9ERAaE TEE (U
RIENBIN AEEL, B, BE ETRISEAREEE REEMN, FEEERIR
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EHIRIERERNAY TEE MINAZ8ERE. TUl REERANESERMER

EREXF, BrRAPSRRRREETZRE2NETBNRE.

TUIZF5 PNG Bl R XA, IREMBNESEARY, SHFETRSE—KN
RONZF. BXFH, ST, FEHRE, BARRREMSITE
ERERMSGTF. BOEE, FREEALKIR MagicOS /Y Ul XIS,

“E: TUI THRE(NES DS R L SR MR LR,

HTEE Lite*

HTEE Lite RBEEFRmIEHAIAIEHRITRERE, T ARM cortex-M i&hH
Y Trustzone ThgE, RMEAIREIE 2R, BTFHRITZH. XREER
FHESFERESREE, BUHAGEHE. JEEM. ITEESTE6.

MagicOS for Watch HTEE Lite

ZLIRE
A5 P

FhEARSS | | INREE | | ERIREIR

HTEE Lite client API

TeNAEE

wisEE| | RE | | mipem

TEE W#Zz

Lite OS W9#%

PHRE | |AEEIR| B4R

G
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RRERE

RRRE TR MagicOS IRFE TS RRIREREN, NEITER

%t ERIN RRE R E S RIRMR 288, TENN I/ AEH T

K
A

FTEERIPEAR . ZRARRFELZEEM, BHRIREVIRIEITIIZHE
FiRAYRIERSG, FEBISEITIEIERIFEA HKIP 552t
BERNRA, WREITIRARSASEEHIA, SERERFREIN, 1B
REM AR HHe

RO BT SRFEHNTREERESHIAR, BT RNRFHT
RN REE, WRABGENRFEG S EEINRE;

RiEEBFIRRAN . REEIE TN EINZRRASSF FRRIXE,
—BE RN, RFSTTEN LENAIRMEMRIF, MBI EEE
FHElIEHERNXE, FUFEERBNSHAZRRAFIRRA, FRRA%
ST RRASHIRE, W RZBEU=SEmERETRA KASLR &F;
BERERREKEE, HaeEhaEHAREELILRREEAIA, W 55
RARZHIAEELE PAN/AFRURTHTEELE PXN, f=flintzezit CFl &
SEFIDIEHERRAR . BT DAMSERATIE T R &R EHNRGEAREMZ
&, BEEAZPEEEGIDAESIAR, ETREBINRE X RGHS
MMNANARERNSEER, WMBRENRS N L EN BREERY
REREN.

BINIE: MagicOS REHESORBIF AR PR EYERAISES, BD
FRAVRERERRIEESIE (IBSUSIEIARSHE) RHTIAB D=
&, TNATREEN. T, MRAERFBMNALGR.

SEE RPN
HKIP POtSEEE IR IF
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B9 Secure Boot # Verified Boot (R 7 R EA-aI & A M R ok

., BEEEPEATEFERRESHINEEFA. HKIP & ARMvS 48
aefefthy Hypervisor #5z{ (EL2) WIARRIP, BERGEKES R, Tk,
RBEREN. NMAZI RS TR RIPABIENAYERY. HKIP B
S T T RIER /SRR SFFHSEIEIRE, MM THES (Write-
Rare) {RIFHUEIXI T BB ESEIRRMRIF. HKIP FIRHEEHSIRF TR
BB KIS RSB RAIEINTR R E SRIEEE. IEE BB RRERE
TARZERINAFEREN, BRHESXEBDEIE.

Bl HKIP SFI ™R ERIFHLS:

« R IREMERAIAIBERA AT R EK

« RRIKIRRAY R IEEERERA T EN
» REAMUBERAERTHRT

« R EESEIRATHRERN

« RERRSFFRREATHEN

Y WIHREIE MTK S R ERD BL SRR LR(L,

R EEEaN*

MagicOS S 7 R FERBABMRZFEHRIEERE RN, SR —
TREEMEEER, RENRGEXRAMSHETELEEENS—RS,
R T EITRNEEUNRSAFPSHENSERAM, SN2 RIFHE
REWEEEN, MMEERAREENARIRE. TBEEEEREEUT=
i
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1) EEIRE

BRI BERENBERIPIIRFIEFERFSHEERS([E,. BEIWHE
X H TR EISRNELEEE. ARSI

BEER, AETREPITTRBEERSE, BEAMAERARP, WED
RARIRGRAZ

EITHIER, BTRAREEMEBRIENAGENRIKR, ELSEEE
B—IRINEL BEFRTERL.

2) BSEER

TP, BB EEENEEERSEELYIREHRIESIT.
MNEBFRBERH, EXINARHETLUSAREI— M EEREEHE
B, BB ISR E E B irRIIe A ERF R e iR SC A AR INEIT R
PEYTEEEE.

3) IEITHHER

EEEHMEMNER, BEESEIENIZTITRENEEHIEHITILR, Ak
EETHIEFESSEE N, RERHCBEENENER, BRRE (X
RzR9MLSS) SRRTESERRINIERES,

E HEIhEE(RAE MTK SR EaXI MA@ E iR,

ES NS )
MagicOS 3Z#HR R OTA Fték, LUMERERAHMES RIaeFERIRmE. &5t
RUEFPNR e T
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REEEN, SMARENERHTRIE, REBEIRIeIARES

BINNEIEHALE.

LtE5h, MagicOS R#T RFHEHRIETE, S T HGeGaTn
OTA FHERRY, FRRBRFBFARAVRN, HHIRERR, FARERES, 7t
KBIEHNIRETR Token BRRVBEERKL OTA IkSEs, OTA IRS=%
IHREERARARES T LIREHRIN, S TRANEEHTERH
REGIRE, REENBIRZ TR, BURTAREY, ISR SEX
HROAEEERT, THEBIEATsETERRINRATR, BLiREEMXE.

MagicOS B A ASLEH T, ARAEFNEEENEHR EYNNRE
T, LUER MagicOS RetZett. BRREHEFRZEMINFRER, B

1A https://www.hihonor.com/cn/support/bulletin/

iiRmiRIBFI AR

Rzttt =7 REEN (KASLR)

ERBERREF, | LIRRE— MERNERRBEEIEIE, KASLR
(Kernel Address Space Layout Randomization) RiZitziitZsia BRI
A LA SRR IR R AR TRt B M m e, IRIBHIERIR
FFNEeNATREN AR, MMHEIERER SRR RGN At E A —
B, IEREI AR, ARERNEHERRE, A TES
Rz e,

ISIUEHEELE (PAN) /ASBUERHIITEELE (PXN)
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HONOR

MagicOS 375 ARMv8 g9 PAN (Privileged Access Never) #1 PXN

(Privileged execute never) L2[GIFRARIFRZ, BIERZIBIEHEFSTE
EHEFIHRIT AP ERMEE,

ERLH ARG D ER, REEBSENRRERRIER o #IEEH
WRIEEEIEET, (FRIERNGEETRAFSESIFNEUELSE, 2RI
XREIEER. PAN SRR LET AR A BRSEEE, XMWHETASHE
1k,

AR RN A, WEEBRTENRLERIZERNESEEN
REYRIEIEST, EEIERAFSRIRIIE, HiBEE RS AR AR IERY
#147. PXN HSABELE T AEERITRASAE, XMIGET/ASHEL.

{=hliRe2E CFI

ROP(Return Oriented Programming)f] JOP(Jump Oriented
Programming) 2iBEdEFREEEFEHIREE LRI EEFNAB AR
—MIEFER. REEBIEHSXEAE RSN G T,

T ROP/JOP WEME G AT AR FimE kB =R FHRIREL
1T, ELETERIMHITIRE., CFlEARBITRINEIMIGESRIAEHRE
BaETSRERTSEES, LAZERE ROP/JOP T, WIRIENEFREFRAEREN
B1Th, WERREFRNT. RE CFl OALKREEFRAERER, EENE
REUEET, (ECA™EREAIHEXARNBEITEE, XEEREERESEF
A FRREE S ENNEME.
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MagicOS %/ CLANG CFl F#&{FP. PA/BTI S AKLIERE ROP/JOP

G %

EBNTESSTZRNFINGE, DISABRIERIS AN, BLEEESY
BEERHESAEAE;

PRiFRR SFFHHERI LA LTO(Link time optimization), LASKIS722EAY
ERFATE, NARES NERIED XRIFrE GiZER B,

SFRETTRTIIERRIER, B EYRIFRI(ERE(cross-DSO), 5= 1A%
RREBEIAN MO BRIER, RRRE B iSRRI S
B, MIEMRRRPERES

AERFCREREIRABEHTHRE, BT EHRERMESuREE;

PA (Pointer Authentication) / BTl (Branch Target Identification) 2
ETE4E0 ROP/JOP WHEMEEE, PAfHEEHAITERERSE, RiE
TIEETHUTEME, BTl S XURREkERRY B T TIRS, (RIE T DL EREY

ot

“iE: PA/BTI INREMKENS HHE(, (NESDT M LR,

SEmbIA AR

MagicOS 37#5 SELinux 45tE, S&&IhEzHRIBEIRE BT INHEIR
FENR, TEHEISEN. ZFENRAEHEnaER. Xt RETRS
RERIRSCHESR I AREE, IEA root SRR HEHFZSCIERETINEE (root
capabilities) RUEHILRES], PHICEEHER. BRARIPHIEHEREER
HE, ERTEENIHEN R FERNEREIE— N RESeEN, BHE
L EN ARSI EM L £/,
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MagicOS FEIRtE3ZHF seccomp %t EFRIESHRFFRIFINSH,
xJ B R A FEREE A AR R SR A TORG, BTN FRimi e U=y
RAERNAERIENCE.

SIAILE

HESURR

MagicOS fRItFEFIEN. SEFIRFITTESORBIRES], P TURTIRB!RE
B ORBIR, BHfhR) Br—2. FRNRSRIEFZEGEERARIRA,
B/ EEMEHRIERESELGA, BER MEMEHRIERICFIE00R
e

MagicOS RUIESORBIZ SHELREN T :

Android TEE(TrustZone)
43! 4 FRETA N
FRatb
L 4 FREUBR
oy |< D 3}
SensoriKkz)
- —

MagicOS fEfE8UE RN TEE Z ARV ZeEE, FNERBEREE
EfE#%] TEE 1, REE UFIEIREY. MagicOS IEXEHRERRE. FHHE
B, RN, LS FAIEeeE TEE B, BT TrustZone H{TH£MR
&, REE ROfESUERAATIRMANAERBINAIEEREFENIE, ~FRIE5EL
HEEN =
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ESUFIEEUEEBY TEE NReFEHTEE, RASEEIENEELHT

SUEINEMSRBMRIP. MBI R R INE IS IR R, MIERFRYE
SEHEASMEE. INBBE =S NALZRINEESENE, ARG EsEUEE
tH TEE. MagicOS A HE RS EiE XS E M EI 8RR TIRERAHERINB
FEN TR,

MagicOS RIESORBISIFIENEIE, ERFDE TR ERESOR
BIESHEIR 50K, MITE 30 ARAEEHITIESURR]. RIS TAFRESIR
BIRTLUEEHEIR 1008, ARHIE 30 MAREHTIESORA!. WNSRELIRBIESL
KW 20 %, NS RARSIR S,

IEBCRER ISR, FIEANEFARFIETEFIMRRESF DR
RN, (ERNFEEIEERXEER,

PHNFEIRE, EERESCRIRAENNSMDIRBIRER, RFEE
BERZTICUEE, SpRA 72 /NRAREREBH N ESIE R
NERSREEE, LMEIEAFICIZ, M CEBINEEERARL.

ABSRE*

MagicOS 2ftt 2D ABIRA. 3D ARRBIFFMARIRBIEES], FREAYR
BREFBLRERABIEA, BE 3D AKEHRNREATLUER 3D A
RRBISIR, 3D ABSRBISAIRBIER, BafeeIERT 2D ABSRBIRA.,
3D ARBRBIRAA T (F15R.

MagicOS f9 3D ARHRBILSERET:
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Android TEE(TrustZone)
57 / NKEARATA \
N ) b
— A | s s
INTCIE N >
‘Z4=Camera
1K)
Cameralli 55 \ AZ j
Y

MagicOS TEEELA TEE Z MR 2iEE, ARBGERETRSE
{53 TEE o, REE ISR, MagicOS XY AMEEREE. 1HE.
SEOIGT, SHTLRISANESSTE TEE th, EF TrustZone $HTZLIEE, 4h
SBIARIERR A= ARISAE RS EERSNIE, FeRARSIEAR
=

NRAHESIRET TEE NRLTMETNE, RASEENEDEETA
B AR TR ISR IR, ST AR EIAE A B AR
4B, [REBPMARSILSIERSME, JMRE= T AIREE A RIS
IR, ARREIE ARISIEUREEY TEE. MagicOS AEBMZHAKREIESZ
KRN AR SIE R LR D BB ER A NEREN .

MagicOS BIARIRBISTHEF RG], P ERARREIESSEE 5
R, MRBEHTARIRE, SRANEORINRE.

S FAEBL I BRRATI T SAIaRk. % 13 BRLE, ARIRBISERT
AR, BAEEERIESORBIEERSIAILL,
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EERARRBREENNSDIRBIRER, BARAREERSZICHEE

B

15, ZRIKA 72 NERREEFERSAEMNETIER AP M ZRSE, LUE
IEREFIEZ, RO SEEBNEEER AL,

YE: 3D ARGRBITHRE(RAERRSD Fmm L 32HF.

EsFReFEC RN RLE, ARPEREFRANAR. 8505k
HARRAXENNZENS, EFECRIVEGE—ZEURZEFED A HRF
RSB (S TR R RTINS,

FEEEHIRAY

MagicOS 12555 riREIRE, ETF AO {RIIFE Camera FIMRINEE
NPU 8EDfEFRFPHENER (AIK/WIRE/MFITAZE) FFEARBIER
ERBRNE. AEEEVANTE, FEAFEHFF, FARERFARPD
o

FHEBMRBIREIERNENERXERNR S IMEPRENLE, £
SEWNTEFE, XASEENEZEEENEYESEEEH TIREEM
P, SNEPRRREEIINEZEMEREIENESR, (REAFNENEEEIER
SHME, INPE=SNATERBEIEYEREIE, ARSI EEURE
HigEE, MagicOS A=EINERNENEEEIEHE R INENEDEREIELR
EEE D B EERIRERRIE I/ NBEEN R,

T RS MIRBITIRE IR T M LS.
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HiEL=E
AEDEEEA MagicOS IEIEL 2P, MagicOS IXERFD AR

FEOXMAPPX, R XREBSAFPSKXES, SBNATRLE,

RIS TEEERF o XEEE, RERHET IURIEERINETIB RIUREE

il BREINEINAERIEEE LA, MTRFPOXEXESIE, MagicOS 2t

T DIFEREP. REZTREFHERS. EBRREE. REBIREHE

RAFNSHEHENRZ 2T, KEERMEEHER. FIY, MagicOS 33
RARERETREBRERERS (HUKS) BUHESREEN, HENAFAE

RZEAVFHENARRERSHFES, FHLErERERINE RPN ATRITE
.

ERZEAE

SEEAZEEE (HUKS, Honor Universal Keystore) & MagicOS &
ZrepET JCA/JCE RSN ZASIEREE RS, RMNAREH KeyStore K
Crypto #10 API, E{EZHETE, XNFR/ABITRIIERE, IEPEEEIEE
HUKS Rt 7 BETIRBIEPRIRESEEAILEEN, minikSaaALUBITIES
INERNAT, WHREFHITEIEMEALE, SEYIAEES, HUKS RILARSZRL
FRfE{ft TEE Z2RABIRIERAISTFIRSS.

HUKS EENZHNIERFETE TEE MR, FiEERatE T —%

$H1T AES_256_GCM NNE(RIF. ZIHTERERRT, 7 TEE RSCHEFE HE RN
BHTEEIIRETE, BRANASET TEERR, IIREITIES TEE (R
.
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HUKS XS RRIBERSCIEFSATLRES]. EZRERMRT, HUKS iER TN

FRIUID (User ID, NAREIHARSSE) . £2. 82FSMHER. NA
{ER®EART, HUKS oM BRISHOERRTIEE, REBIYRZ e AE
H.

HUKS 32 #FEREYIRBITIRE (R LY ARRIRB ) 1B R = tRARDIalEH
HUKS #IAEYIRBIE R SN RN ZRGIE S (.

HUKS IREETESHIAIE (Key Attestation) IfgE. IR&SER, &S
BIREBEANE—RNRFIER, TEERRT, HUKS RBREZRARIEREIINA

REZRERZRHANDER (FRNIRSFIEAETD)

TPM Z5HETE

PCig#& £, HUKS RIREETF Windows R&F] TPM BI{SEY:, PIERC
O T EOIERAETE. SURMRIP. NFR/AEFRINERE. IEPSEMIEALEE
ThRE. BT HUKS, MagicOS MAFAETILIHITRNER. IEBMNERE
HRE RN B AN,

HUKS 1@t 7 ETFEHHRERRID R KEERE]. WERERM T8
RYIENES], B windows AP, RRINVSSHIZIHEERRE, BESHEGE
—&%8 (HUK) XA AES_256_GCM EiENIERIF. ZiHEIRTER TPM £}
i, Heh HUK INfEE5e27E TPM ER5eRk, XF windows BMEAREIIN, LUK

kB RFRE L E.
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HUKS BYEERIFINRERM T —H—2 (BT HUK) fI—&—% (BT

GID) FMAZzlRI S EIRINEREN. INESESERAENSD, WINER
PREIER B EAE NSRS EEER,

HUKS ROSSFR/AEXIFRINE AR TR M 7 ET i 2 = M AV E AEE
&%, SIEXITREY AES INAEEE. HMAC IRIE, FEXIFRAY RSA/ECC BRWE.

TEIRMEEFEEN.

B EIRIRIF

MagicOS ZIEEE 6 (U= (BUA) . BT 4 =z, FEEMEL (K
THT 4) HFERGERTERMFER. BRRENFERRE, RTER
RTEIRE, TEEAXEHRGINEERRME. XERENEER TSR
T, EXEIFEBNERAT, BiENRRERNFEEERIPIVEE.

MagicOS X RFRIZIRMNEIRE, BEEmBIERIEELE =R EIEMR,
PrIERiFERRE R, SAPNEERERRK. FHRENE, T®RE=R
IHATEEGHRENRESER.

EFEEETIREE—EH HUK (RIF, EAFCIE. (ZXEFER, 5
& A B ZRH THIUR(FRY, XEHFEZERIIEEE TEE IREHiH
17. XEREENZHREERNEIRE LT, EAEEIEE=INER
RIER T, MNRKLEEFEREIREN=I 6 (MEFNFHREER, =i
FTEEAEE ST 8 FEATE. BME TEE LUMIRSER THRIR, thal LU

FEBASEZ IR DR,
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MNTFHRIRZEFECHATT R, SFETZS A XS FEBIEIE
PHTIRIPIEE, DURERRIENEEDREIG (EEamRE=inamit
) Y R0 RTET. REEREIEHEYE, EMIRETRIE
EREFARENREFHEC R PIREIE AR TERIRE, XIS4T
EHITHE, NMRLERFEERE.

RN LRIF

XN

MagicOS RIEETIHRINEINRE, I FRPRRBIINE S (4 R G RAE
INARESI|28, KA AES256 BARY XTS #RzSCIEUEFAENNZE (R,

AFERBFAFEIELZSMMABALE, MagicOS It T AT IMARNAER:

1) BREREINESSE: NARARBZEEIRRIFASR. WS ERINE
#ERYSREH (Class Keys) SHFFEEEXRER, AP SFEBMREE—
SR ENRIP. 1Z2EE0RRASE MagicOS IREENREHILUS A i5E. BT
HEINESAPUFEREXREK, NRTICEBSIEMIREANSIRETERE
%, ENAFEBRIPTES, ERMrEsEED.

2) REBENESE: ZERIFAERPEERESTHISREWERELTX,
5% DE DEAIPRISIRERE— LRBEEIAEE), WMEERK, mif. °FF, %
RERWIRBWE—RPRF, SHFEEBEX.
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[Password ikl Paslz;vyord bi

Storage
Controller Key

XA INEERRIP

KRR HIRLZEFEIRS

—L N ASEEGE/ IME R SURAIEEE, IR EBITALERERE, X
RUBEERANERFSEEED. XERTREFMIRS HIXEHRERMHELE
RIF, FXSEEIERBRYTEIaES.

WP SRR RS E—E AR N ASDHERF, #EMINETE
TEAEREMNEFHT, MELENERAEREINE, NANSRFREYH
AES_256_CCM tRIUINERIP, #LEZH AES_256_CBC {RIVINERIF.

RERT-REFEIRS RALI TSR R
- BREEE: XERTYHREEE, URPTRFENAKS. EBAT R

BRI RIEEFBANE
- AERERE: INEREREESH, BEENAEREMRSHIFEILE. Fia APP

EERSSES, (FF TOKEN MEENEREAL.

AER-REFERSSNERSIENNANER. 88, URRZKAZ
RIFA5>ECRY ID HEEHTIREG, LAIIERN FAXNZEURRIGIENSR, #iRipa%
£,
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TR
EENREH RERME, FAMREAEMBR RIS ERYEEE,

ATREVE, FHEEIRBREEIAIS I, SECCRFERIER It
TEiBiIER, FTLIREREK.

MagicOS RIIRE L IRE, IFRIFEEIRERIL2EMR. BT YIEFE
RRRIEEINS, HITESHE, <HRELIERR. BREHERE 08@ES
1, FRAFISBEE R TIEHFRIRKE, BEBRIFAPIREEE. K

FREIERS, #E NIST SP800-88 E3K,

TR IRICAE

BEENRECkNE, SHNRAERBTEAFINER, RISICAPS
MZRBRIERRER 8, ZERAEAETLISNASERIKFER (BRR\ER)
RF, ERALUSAR. MHEESNINFEEXER, TRPERNANEZRDR
peAERTLAB SR A 2R 4R

EIRIGAEICN B ZRERINERFRSRmRELZP, B
R4ty SQlite HUEEFRIZIVEIL, ZRI(RIGAEIRAIEMRINEFIERE
EIMRGFEREN BN HREDINENZE LR TINERP, MEEEN
AES_256_CCM; XJMAYNNEEAR TEE fRIF, NINE/RREALIEIRLRTE TEE W

4=

17,
SRR RIEAERFRIIK P E B EIE T LU FH 5 AV TES RS
IRIGAERIZRIBLRIMRE Z [AIIEEE ((NESHF PKIIEBRIRIBIR S Z Bt
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FIRISFENTPERE) ; EREATLAEY PC BORIA T ER—3p &R Lk
£ PC MRTFHINNZEUE.
FimEIEPERNERIRICFEEUREET AES 256 CBC BUAZ#HTIN

N

7, IEEREIMERFAIAE TEE MIERRIAFXITRE A TERINEIRE, &
TRIEITAETE TEE ISRk, MAHAYSZINERAR TEE (RIF, IN&E/MEEE
#7E REE fUHAT LA IS RIG A SR e IR FROTRIEA T

PC SDITERUEHRIEZILRIGAEEIEEIY AES_256_CBC AYFIZVHHTIN

E&

, IIEERETRImLEE—EH (HUK) JRE, IFNRELEARE PCEH
(RLiNESGIEN

M MagicOS 6.0 lgAFHE, EAABTRESSWKSINZRERBHELS
FEMERRERSHIRE, BHERSHINE, Efib AL RIEERTAIE
B, REETRERINERAFENER, NMEHESHIINSREL M.
EREIEZEREP, ZERETRBIRENERUR AGEMERNREE
Rk, Eftt ALUSSRIEE T AhREEIX LR, TieREHmTPrIEdEE
EEFRIEIRENSMINE L E,
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NEZE

( = \|f/ = k
| zmpmEx O zegew O | usmgex O sEsEsn C |
| |HigESiFEEr (RS EiREEr I SRR Q=g enliE s |
l I |
' C b
|
| EsiEEE RsgmeE | |
| dssEsEET SR
| iﬁ%ﬁiﬁ*}t ;ﬁm II | | I
| | |
| I ! |
|ﬁfﬁl 1 e ) B — O BE
|
| T ¢ I f v v :
| IEE L ! USSR — | SR |
| AP I !
2 |
.  hme I
=l ]

AEDEEER MagicOS ENRREFEXRINZEE. BHTNBRERFK

RTSMERE, BPENTETHEFETERAAINA, WRGERD, N

FRREFA SRR SIR 2.

£Xb,

REMEUR AP ASREE N AT HRE

AL, MagicOS It T EENAREMRLE, NI LSERHRNHEE

TS

N FRZEMER, BTN AERRIGHE, IR ARERI APP A

B, RRAZEEAT,

RO N R TR (A0S,

:z:
BE

TR |

SNERIRB H XSRS R TIREE,

NEIETMER, B A AE.

AR RS AR E N SR

EITERERF. e AFIHEHERN
BN, 1SPKARFRIEUEHEE.
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R A I0IE

MagicOS RAFLEEEHAETEESEMNNAER, NAKSZERIEN
FREFNZEMIRRNSIAYT, RATELENEERFN, SXNASEHT
W, LMeENAREREEWERN, MTFRIEABISIINAERRE,

X FRATEERIN AR E RN R TR, R
TR FAEEWIE, RESHARNAREFEEHEEEZNMNAZ IRITHR,
PURIEER RN R T R B RS e P I E R .

MagicOS %325 T Android V1/V2/V3 =fi &S Z AR
« Android V1 &1, 2—ET JARBHBEHE. BT VI BBHE

MR APK B9 ZIP JT#iiE, 7E5#THY Android Rt EAREINEAER V1
2.
« Android V2 &&=, £ Android 7.0 ZF5 I \H—FEXHSEHE,

3

BETEAINXS APK RIZIRIFERDITRIRMEEN (81 ZIPOBR. BR
FERFMANNAHIERS) . NABTINRIIEEEHEE T R
ik, (ERANAERLE V2 HITERE, 2 APK XHFHIBA— APK&E
BHR, V2 ERNERESDERSFREENAERLE V2 iRA, 7
BRSNS V2 &G V1 2RI AR TIRIE.

* Android V3 &80, & Android 9 lRAZESINNERTE, SHFN
FREHREE, (N ABENRAENARIEFENHEEZER.
Android V1/V2/V3 =fERFEF, FHIEREIHFRERE.

MagicOS RFEMNAHTERIIERNTIES, SIRIENAFRI AP L35S
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B, UREZBZDRPIRR, FRELEERGIE. WNRMALL Android 11

(APl 251 30) ABMRFER, NEAWRERSEAE v2 BESRAHITS

Fo

R REbAE

MagicOS ERMNADFHENE, BRETNRIETEIES, BEBTNAZ
[EEEFRE, RIENAETIR S, RNNBEZEN, ReELNRoE T
MWEFEER, NANEBRTEEREMNALE, mBEFRSEERE. BY
WHERERAR, RPN ATIARSAZ TSN BV,

R AT NAREFDE T E—RSDTRRAF 1D (UID) , #AEFT UID
HMENAVRE, EMEEREEInAES (DAC) | EHlipEES (MAC)
FEMARORIEEHAE, REINABEEINYE. BiFEF. FrERARIA
R TEDEN, MRNAEREPEUMNMIER, FEEIRGRHAIR
SEEEMNAINTRAvED, FRBUENIRT 885k, EiRENRAYIE
T, RESMEIENBEENITA.

HEREENNERER, FJUHEZRAF ID, ZER—MNPERTUREREH
=,

BEEIIT S XT=E

AT iILAFEFthEEE SRS FHRDERL, LL MagicOS 4.0

(Android APl ¢35l 29) RESMANBIRFERIMNAERARBR IR T
TRIMEMFEERR D XIDARIR (B XEFE) . ST NAREERRINRE
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=B ERRFESENNAETRER, RSN ARTEIZR T EREAIERIA
. NN ERAREREMNARE, RIEEERE.

R Rz TR ERIF

NRRIETH, EERETHRERNNFHILRBENERERN, BZHEE
RIFFESEERFINATIREEI, MagicOS Tt =SB /EREL
(ASLR). EFtiEA=H(Seccomp),

ASLR 2RI IR XinHimEF BT ERIFRA, BEEH, .
HEFERIFEME X BRIBETIL, EINIREE TN BatiiagmER, BHIER
FEEMIGERIBAE, KREELSHTENEN. ReREEENBERER
iH LAY,

Seccomp HHEATLAZHIN AT HFTRIR SRR EE, XTIRHE
SEEANRSERITEREES, ITERELLEIERD R EREERRETY
HIEFATRI .

izzEind

Rz PSS R AN OBATIRIP, BoLEN AR RIBSFAS St AFRAL,
MagicOS BFaIEY "IRE>RE>NAMN" FENAMEES, RENRAME
PSR FEMMAINA. NAMEENTERE, BN AR IAFRT
SDIALE CAESNEREER. B ARF) , INEBERZFRIFHER,
PHERIRSFA. N AEBIRIFRINA, KEEMNRI, ERFERILESYIFRPAILE
EREIHBNMIRIT, BrLERSRATER.
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LA

ERPRAZBIZSET, MagicOS IRtZERmAINEE. FITHZEmAL
g8, ERFBAEREN, SEIREZEBANZE. LRERNEIEERNE
HNEERS BRI, REBNERKBREIICIZINEE, IKERMINR, s
RPIER. ReEBNEENRRELEERFRSE=TNAEF, BERAFN
EEHMARE,

HE: BONASERBCHRNBNEHTERRA, ZER TR2BNELS

£

WEER

B=IIARAMERNATEFERERE, NE=5EE NERNARBESIA
TEEEL. MagicOS RFERRN A IFRENAXRREEEE, BABR
T, BREARTREB=IIARNKRONA. ENAPRERIANZEIRE,
LA RA BRI,

MagicOS RN B FIFTHIRS5|ZE, BT ENBRLENNARET
s, XSRS ERNBKMRESERRITLN, BRAFRELICES
BXRY, EPRENS AN ARRSFENK. WEERS|IE N AREENFE
aRiiaE, —BERITRSNA, SYRAFRENEES, FHEREH

XIeEs i A TR,
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RS SI=E
TR SRSERE. WRSHRERS S, MEYRr RS,

MagicOS Rt 7t S=iRBIThEE, BWIXIMN AR TARHERATIFE, RBIR
W SN, ANEESEETAMTI=E, SIENAERT. i DR
ERE.

BAVEIR*

F{EMEIFIRE AR ERRITIRAK. MagicOS—7aHEEBERAIFI=
EXPLFETE. WA, WL, PEEFMFIRANARIEAAO. BRICZSh, EF&iRA
HOROARREL, SIZVFXBS TAHEITIRG, WMREMT/MEP NIRRT 8EX
BHSETARARTRA, SEREERGEENRE, UNRSRHERIARIGTE
IRRA, BRIFAEMRKEUFIREIESHEE. VFIRN AR FIRRILLEERIERS
RGN, EHEETHMAINSSIEHRBG, Rt ZVEXBEE HSE
BRI,

Ry = Ui o g

MagicOS Rt 7S E SN D FHE RSB R PRI E M ULA S
DIgE, MRS NIEREEE TETSRIAIMIL, EREUEEREEE B
IRBIHEETREEWLE, ERFERESINEENN, Sl —EEha
BRI, FHEEERF X,
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SONEARE SR
LRI EE RN EENB N ANSNER FZ—, WiESE(E

— BB =SS AT R ERMEREFRAEFLZENE, 97 FE
BERAIXEE, MagicOS B4t T IIERSfaERIFTIRE, Pl SN AR=ERH
Bs, HEEQIHS.

MagicOS FERFEBINEEIERSEEIREISIE, BRBINRIHIERS,
NEREER DAL MagicOS REFIREBRIRNAEEEFin, SRAEEEH
i/ MagicOS B RSFEEEFin, NRFEEEF RS IIEDREEH
ITINERE, FHXPBRETER, PBLEE=EREEFinakS SRS

9f5. RIEXEREHUEEERSN, WIMESHEERSKARINEN, HEN
RTEREE.

“E: BESC)NNETEXESESHI M LRE.

MESBERE

IRFIEEWEE, FEAREAERIE, BUEEERE TSRS

W, URSTFIREBE, REEKEmEUER rRENZ 2R,

VPN
#id VPN, BAFELUERAMBIREY BCHNTETAMNEMNE, #HTR

LRYEEEER. MagicOS SZHLAT VPN HEFMAIEL I :
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1. PPTP, g% MS-CHAPV2 Z#8%0 RSA SecurlD #4THEFIAME. SiF

MPPE 0%
2. L2TP/IPSec, t#% MS-CHAPV2 B3, PSK =248, IFHIAIE
3. 32¥F IKEv2/IPSec, XIFHZ=®A. RSAIUEH, ECDSAUEH. EAP-
MSCHAPV2 5 EAP-TLS BH{TAIE
4. 7¥5IPSec Xauth PSK £Z=%545, IPSec Xauth RSA MEFHIAIE, IPSec
Hybrid RSA iEHBiIAIE
MagicOS z#LAT VPN Ihge:
HXMEAETIERHAENMNG, 1T REEIHEA VPN BEEEAE XK
IEEMLREE VPN &R,
XEEANAREMIZE VPN, ErEMitET VPN &,
STIFIREEFTHT VPN, AP EEEEINEE AR EF T VPN LUSHR
.
XENTBEBREEE (MDM) MRAXEENREZEASER VPN
IRE, (RIMBRNIVEIER 2,

TLS

IRESFFTLS v1.0,1.1,1.2,1.3, TLS B—MR2WMHY, ErENBERMHE
RLEMTEERE, NAEMNEEERMIZEITE TLS iz £, TLS it
REENEBEEFTENSMALEIZRDE. NARMNEENEIETED
TLS WHYRIERE NG, MMERIDEERIFAZE E.
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BERIIANFTE TLS EZEA TLS 1.3, 48 TLS1.2, TLS1.3 #BH T

BEMZ 2t (BBRT IESSHIRMERIEL. ) © TLS1.3 IIEEMATBE
X, AEEEATLS13 F, EXFHNINEEARIREREERNGS, B2B8
IHENSEERrYTA.

TERENEE*

MagicOS 37#F WPA/WPA2 PSK, WPA3 (&R mas<ts), 802.1x EAP,
WAPI EEMAIESTUHAR R 2R 3IFKRIIAFIERA.

AT ERIREFRIRGR, MI5EXIFBFEEFARIRIF, FEREEE] WLAN K82
AU, MagicOS iR FHMERATERREAY MAC ik,

EZE] WLAN R8BS, IREEERIAGERRENL MAC iR ERD 7 5m
B, RS REEN). BRNREEETRNSE, BIAFES RIS
MAC HBbH TR,

EIRNRE BT WLAN #alhge, BOAER FEXAr, SRFPHFEEE

RNHEIZATEINE WLAN BEEFRERtSAIsERARERIA, AP
FLAR$9E, FIREtR PRI T IRAF LR 2@, MagicOS f&{#t
T3 WLAN IEARBIEEMENS 2, SIFRIERRT WLAN #7talll, —B&I
MG SIRRAP WLAN 2y eXiE, BRI TXINAYERCE, iR
FHI WLAN iEERNR .

YE: AR E X AR A S
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alyap=Srin

RNED FEIEENELAREAFIIENBNER, SRR AIE
S, FRERESE, MUTETHRFERRE, EESIEMAFIIMR
K. MagicOS =S R RBIEUETNRE, BEY GSM/LTE (hEuGRIEAFIE
AR SEUHELANR IE R B S SEUHERIItLE I, B4R
BNRBIHAYEYS (LTE (AENSANRBUNERD OHFasds) « RERTH
RFERFEHERRAIERLY, EIEShEENETENEERFMERFEE
SRR, ERIEEREAESHEIRHEN/NX,

YE: PR ERE RN E X MER AR,
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IREERLE
7T TMAFRIEERR S NEE ZANR ST, RERIERE A

BIFfAE, EMRSEMREBZEELIEERR, FREBERIHEEXRRRE,
BRERERETEE, LMAFENT2ER.,
IREZEREERRERBE—REKS MagicOS iIRZZIERIAEXRERLL

’ MagicOS &80 loT iIRB 2BV A EX RS,

FA— S MagicOS IR EIKLZE

MagicOS NERE—REWRSHIRFEKRHIRFINERS. &
MagicOS REHEERKSERHSERME A TARXMFAZERNBMHINA,
FRRECRSRPFIBEGEABHTAL. IABEEZRIE—REKS TR
&, AERFERISHERANEFFTREENSH AR, WAREAER
7. 5, ETIXOSHNSHLFAERY, E—REKSHIREEA LR TE
PEFRYZEBERE. MERSETIFAKS THEMRSBLEEIIA
UEEEY,

[F—RIEWS MagicOS igFHEMIRSS

B RE—REKSHIREANERS R SHFERE—REWRS MagicOS
IRFIARIAEEN, WRFI. PR, PCHFRE. MagicOS ig&E LrAI{EEM
RSEAR, BYMIERE—RERKSHEMREDBIHTEMNE, Fih
R EERIRTEE .
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SAFPERISEZEEKS TREMIRE, SET LARAEREEMIR

5, SERE—RIERS TRIRESANLSSIEERNE, RSEHERAVETEEHR
ERISTAR RN LRI,

BEXRASRETERRTE
BETANREIOTIREFEEAMFEENIKRS, RE-NLEET KL
loTIRBHIRRM L EINIEFNALRSS . BT RET AU ENEEMIRERE—E
tH, FEAAES-GCM-256FANEERFRFIREER, SHRPBoENRE
RRIKSIHR EEERE ., BT ANRECZABEETTLS1.2RIE
TEMN, WINERERIAED RIS R AR E Rl S5 HEHI T X
&, RESNF—MNoTiREDEE—TIFER, FH{EMRAES-GCM-2568

IR RE LERIREBNERHIZREMRKSITRA,

loT IRBEELE

MagicOS ElfiFRLEZE EERFEWKSHIRE (NERFHFRSE) 5
MagicOS 8% (FH. FhF) HRZRMNRIEERR, AEESEEXR
MiREE, BERLSMNERRE, TUAPSIRREIRINEER.

MagicOS &= Hh loT WS BHBiRA

MagicOS ZENAEH loT RESESERFBNBDITR, FRARE
loT EIRVSEFERIRE, ZIFRRAT MagicOS 1R%ES loT IR&ZENAMELANE

5. SREEMHEKSHIBIKSHTREITRELL, loT WSBHITRERF
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TINERIIZ AFASAXS (ED25519 AFAEXY) ; BEAXITE MagicOS iRBHNZE

INRAERK, FATHEASIASH TEE,

loT iR BHBIRIA

loT IREBREMEERIREZMHIFR, FA%S MagicOS iREiE(E. 1z51D
MRRERE IR AFATEXS (Ed25519 AFATARXT) ; loT REFATAARE loT
RE, REBRRELIRE, SEBEXIMRAAX.

FARBHIRRATAF MagicOS 1885 loT RFENEZEEE: H
MagicOS 1855 loT IREIANEXSImHIHR S BMRREIR SR, BTLUH
TERhETRILEREEE,

IREE R RRSEHRE

MagicOS 125 loT REFEVZ AW RISERRIERE, Xhr EREER
MagicOS i loT WS BMHIRRF loT IRFRISMHIMRRIIE,

ERYREVEERRINERES, APEFEERE MagicOS g £, A loT
e LIRMA PIN 15: TFEE=ERIRE, 1% PIN BaiSEk, MFERs
BIRE, % PIN BBRIRELE] g, PIN BRI, sLAZE— AR
AJIERY 6 T, WAILAR— "4, BEfs, MagicOS ik loT ie&iE
{5 PAKE M GeROAIEIISIAZ RN EIERE, FHEWEA E, RIFERIHR
B HTRRAITEEME.

£ MagicOS g L, ATHRIESEENRNAERAARTER, XinhY
B RS RAFETE TEE M,

MagicOS i&&F5 loT IRFANEERE
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SEVOIEERFRAT MagicOS iI%S loT IREEMTEEN, WHES

XBEER, ET I RSO AEEETNESRIEERNE, LI
IR S HSCE A EFPERIRE.

SRR PCF "Wi—Hl" . ZRMEZFWSS, EFIFIRERITA
FEfM, K. PAD ZEH=EuRER, AJIUBEE bidg e e iEE L s mAY
BEXRR, FERALNEEEINSERAHERAETEHITINE.

EFEERDINIE

SERFE—REWSHI MagicOS IREZ A TRIfEXAE, WSNA
EEREHIEEER, WEBEKiRA LB TR Z SIS IIE R E A
ZEORISEMRRENREE, RE35MNIEBE A HEHTEIEE
4.

BN ERFRE AN AEERFIIRN ARER, FEIUERIRIFER
RERIEREZEZFIANE, MITEEHAETSIMEREM T —MEFRRE
ERIEFTNESHNZEHEI. BREFRIRE ERAFIIRSHFEE
15, BERAEAE R, B S TR TR BRI ERBAIIER
tE, FeRXIHNERSDIRE,

IEFEINERIRZ 2

HEIRRAENIRSS I, B SSEKRRE (UTERRSR)  AFER
AR EENEFINFEBRESET IR EEE S A PBKDF2 REHZER
HEEEASHITIAS (TEE) . EEEBNERNE G, RIS ERRIRE
(UUTEREFin) REIIEAERN, RSmET DREREMRS RATAH
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MHREFmRERSHAHE. EBAH. REENE, BREZF AL

FERBImLERIMFEELE, RFRESHEFEA PBKDF2 BiXRERER, 7+
HETFIWEREREFRATAEY, BETFEFRABIIRSHABINEHSEE
0, FAEEBIEHMACER, LR — M ETHEERERIGIES, FHrRAR
FimRIEEZFiRath. BEWIHS; RFIRETEFinatBBfIRSmFATEI
BHSIEER, AERLESEZANERIGEDH TR, NRIeED, N
IR Finia AR SR E R 2 ERIIRS B MR EE. RSIRILITIAER
EFImREIALE, RiEHSIEERES HMAC E58, ME—NIRETHE
EERTERIIERS, BERSERPIDNEERERET ESDSAER, 25
FRASERRE CCM RV TR AES IIEINEERERMESR, ARRE ik
RIEHEEIHBMIAEERNEN, ZERinERhEHNSRERRHR
IS, BRAFPSEZERENEER, FRAESEAPWIBAEER, MR LA
BMEIERASERR, NIAIEEREREM, ENEIGIETERK. LA LFTS RASEE
S AEHITIMNG (TEE) Bh5erk, RSinEEHEIWARES], ATk
R ASIR DN E A FR 2 MEINE,

NEIRSY

FEEEERWSHE T AR THERAEN, RPEEREERNRE
e, NIERBINEEIHE, ERREFEREEERRSHEZSRAIEN
B {RIPIERIRRAGR.

SisEFR LERAEREE. BRENEFNERESARNERBIEEIIR
RIS, MREEFIWE, NENREFREERFVKREBIRRRATE
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BFEHER. MREARFIWIE, NEEEKRARR, BAERFES

==

SEEZERNRE (F. FRE) SHERTREWSHEFILFR
MERBITIEERHR, SREFINHIRANARE R ERZ2EREISEEEN
HitRimi g CINERME, $UEfAeLiEnm, SEREEKS. XATE
IRBITHEEREF L LMBR A RGSRIE—BER S, BiIHESMRZIERK
STEEERRE LINEFERHARER.

BT IR ARE FERRERKSHRIRE Z A TIZINE
EaiFE, REASRERNEEE, A EERIR,

RS2t
AEDEEERE MagicOS F RS RS IIZ /P, WTHE=7
ATRA, NIRRT TSN ARITERI, MagicOS RIS (IS
RURRBERIPERERRIE S Y% £.

RIEKS
REWSERTLEMERERS. YTRFMS, REREKSHR
£, PIERERNARRRE+DEE. ATIEMX—BR, REEKRERK

&

BEZ=DH 8N FHHReENS, RSB FEE8F, BRENERNE

E

9. ELCHNIRESLE E, APATLIBERMIESHFAIRAAS (BE&RK

A 32PFERT) |, ILEBRREEIIRE,
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ERPREEAENR, REESRABFPAEERE, BFMIEEE
M. Blan, BREREEY, BEETNRE LEAREKSER. IERER
&, RESTETRAPUENHRERSER. B, RERAT SR
EFFERIFAFKF. XEEREEFZNERMNENEIRZERIREL, RiF
R B E R EWERS I TIRE!, AR ERRIBEREEH I A ges/ iz
PZERIEHEIFHER LR,

WEIAE

WEINERWSRIFRESE, BHREIREKSERERE.

BTSSRI, EHREREEBIENZEIREFTENIENKS. ER
RIS, FRABRIRERIHE., ReWIHIRAERIZEERFN
StiaiRemfE L, WIHEY, FRRMEENRE. XMEEERETREKS
DAR(ERSRIEIR SIS CRIBRNL. REERRTS) Ret.

BERALZEINIE

MRAFESROEKSHIET T8, EXEEOERSERR, K2
AIEE SRR S ERF SO B2 AR EA, AR BT EEH
IFRTEFISIE, #ifiit, ZEFHSEREHM 4L,

S M

RIEWS ER R iRt EmREHXERBIFREESD, AWKSHEM.
TR, ESKE., RIFFREHSTENEHF. BENKSESIAMENIR
BNSERE, SASMAMET, FESERAN. N=SFEISFEAREK
STe, HEEHSRERSHING, WRAFPEF-SERE.
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ihRER

#igs OOBE iR, AFa{EAEERFEWSHIRRSFHITIMEER.
WHRESEYREIZBEEE, HIBREFH T RINTESHLAE
SHRWE, WS=ET HTTPS ihiBE N ARSI EIEE TS S H TIK
SER, T THIFRENKSHEER,

RIEER

EEngE L, APYLUIBYEHREDSEE A ENReEmBEE, K3
RENIKSHEXERRLS=EIFNEE. WS=ET HTTPS ihEE T A%
KSR EREINEBHTKSER, T THIFRENKSREER,

BAIEF

EimeE L, APERFEKSEILUFSIESERIIE, FEWSHE
SCERINEEET FIDO ML, HRPSRIENENG, FAR8REREX
BREY, KimikeE LAY FIDO INIERRERSETRFIEMETRETIAEMAY Key 1D 1
EXSUEEFTRETREHAFESURR, FREOADSEEEETESURRT
ARy, FTLASRIER RIS L AR ER PRI dRfiEstmR, (NINE
FiEFRFE KeylD,

ABER

FFALERAEERFEKSHI AR SEEIT NS _ tR R8T
ER, APEGERIRREABRTKE, FEERREHITHRERA, T
NG, REKSSET HTTPS iMUBEM SR FEiEKIGIE. R

FRE LSWEIRBEREA, BRARBENEBRERST Y.
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FNZEF
FREFEREFERBERATEE CRZE RN AR EH FEAI75Z0U0

HIFNHR LT (Secure Element, [SER SE) iBth, FHAHSEAEE
Ze1, (SSD) XEKEBRBRRI N ANEIE TEEFIEE IR 2RE X P9~
R, BSZXENEReBRHZERE, ARERBETRERE, FU
MRIB R TREFE. TLEAZERFRIRS. REFRAER. ILUE
RBRNFNHBIREFEERR. AILSEEERRINERBEZEF
M. FBEAZERNITLUESERERR, BERARE.

F+~: AFRERBapp PITHBERERATRINERE, KEFRIE
K. FHERISIRSS (SEI TSM) EEZ2lg (ISD) B9 SCP (Secure Channel
Protocol) RIGRIFT, AFHFBRIZE REIE—NEIRAYSSD, EXINATER
AI-RRZFEHRER GP Card (GlobalPlatform Card) RSB FEiEA=ZEISSDH A
BRLALLES Iz BIERAISSD, SSDHIEAREEATNESRE TS

(SPTSM) &I, SP TSM B—F~—HH~RAERFENANETE, @A
SSD HYZSHEEZ SCP IIERIF THE SEPNRIBRRUAR. ERAE
FHLHFHERI,

RE