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1) EERE
BRI B RENERIPIIRFREFEREFSHEERSE, BEWE
R TR EISRNELEEE., ARSI

B, EHERTETITEEMERESE, BUMBERRF, WiED
RERIRGRAZ;

BITHIER, BETRAZEEMEBRIENMEENRIKR, BELS%5EE
FIRNNE B TEFRTER.

2) BSEE

T3, FmBR=EIEERMEEENTE R REHRIESNT.
NEBZRIBERGF, XN RET LSRRI — N HREEHE
B, FIETI SRR E B irrIe B ERF e Fa iR L AIER FINEITE
PEYTEEE.

3) EITHEE

EEEMEMNER, HESEIENTIIRENEESIRHITILR, X
B THREFEGSES—H, RERHTEMEENER, BRRE (Y
RIR9ALSS) SKRTERLERILIERES,

E IIHEERIE MTKE R Fa I AYF=m Lig .

AR EHR
MagicOS 3ZFFREH OTA Fék, LUBRENAHMEERIREFERTRE. RSt
B EH PR EPIFE T
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RAEGRFER, SNFHRENSEHTREE, REBIREITRES
WIAREIEFHZAE,

5k, MagicOS AR T RARIFEMAETR:, A TR FaFTS

OTA FHERRS, FRRBH/BBFARAVREN, HHRETR. FAREWES. Fr
KBIEHNIRETHR Token HRRIBEEERLES OTABRSE:, OTA RS
IHREERARARE T LUREHRIN, ST TR EHTERH
REGIRE, REENBIRZ TR, BURTRAREY, BHLEXIERSEX
HRAEEEST, TERMIETEHEREIRATR, HIREFEMXBL,
MagicOS EBHiAHRFSLEH T, ARFEFSSEHNEN LXHNNZE
T, LURR MagicOS RFRI%elt. B RRUENRLZEMINFEER, B

1Ai8] https://www.honor.com/cn/support/bulletin/

WizimiRBLRI A

Rzttt =7 FEEEN4E (KASLR)

ERBEARET, |, LARE— BRINERRBEDEEIEIL, KASLR
(Kernel Address Space Layout Randomization) PIiZitiiIt=S|E#a RN
AT AL SRS I AR ok A MeRE, IR TEEIR
FFNSeNATREN AR, AMHEIEIRERERIZGE G RESTI R EA—
H, ESMiZiti=EAR RN, NBERAREHERER, BRI TESR
RZNZ e,

FSRUEHITEELE (PAN) /4SBUENIMITEELE (PXN)
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MagicOS 3z#s5F8 ARMv8 [ PAN (Privileged Access Never) #1PXN
(Privileged execute never) ZEFFIFRAGIFPRZ, FLIERZHRIFAFZEE
RIEHEFI TR P =S EIRIAAS.

ERLEN NI ETT AP, RSB ENNERNES O SRS
RRIEURISE, FEIEANGEEERAPSESFISIRENE, MImRZITA
XEKTHER. PAN SR LET BRI PSSR, XMIETASBE
1k,

ERLETNZNIETT AP, RSB ERRE L NZE SRS
REVREBEST, EEERAFSIENRE, FEERSERBRARNAAERY
BT, PXN AL T IZEREHTRPSHE, XMIET AWML,

=it CFI

ROP(Return Oriented Programming)#1 JOP(Jump Oriented
Programming) @B EFRREESEFEHIREEEINEREFNIE R R
—MIEFR. NEEBEHESXEAEFERIEENEITA.

FFscIl ROP/JOP I E T A2 iR FmR R B =N HRIREL
18t EUAHXIMEHTIRE. CFlABTRINEMIS ERIRARFIRE
BETRSCIREATEES, LIS ROP/IOP K, INEIGNIERERREREN
BT, MEFEFIT. RE CFl THEALKGEENBCNRR, EENS
BREUEST, (BERFHEREITHERERNEINEE, XEEREEELEF
A AIRERISENEE.
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MagicOS A CLANG CFl B#&{FP. PA/BTI Zi KL E#E ROP/JOP

WGHTTIAL7

EENEESXZRININGE, LA BREARIEENY, PrlbEEs
BrEERHEERRENE;

FRiFRa SFHHERI LR LTO(Link time optimization), LASKIS5S2AY
ERATME, NMARES NERED AFrE G ERBR,

SRS TRIINERIRIER, B TEmiERI(E8E(cross-DSO), fEEETN%
RREEERA MO EFIER, WA REB ISR RAEh
B, MIEMRIRRPERER

ERFCREREI MBI TRE, HlbEd E RS SOREbIE;

PA (Pointer Authentication) / BTl (Branch Target Identification) 2
ETFmEHARY ROP/JOP WL Ef#EHE, PA SIIIEEHHTER 5SS, RIE
TIBEHUEERME, BTI #XYRREBkEERYBimd T TBRSI, {RIE 7 Bk BiraY

soee .

YE: PA/BTI HReREuC R i8 M, (RIER D ™ m iR,

SEm Al AR

MagicOS 3745 SELinux %5tt, s&dIEEH RIS IR S Bl INEEIR
FNR, TEHEISES. ZFENRAEHEnaER. Xt RETRE
RERIRSCHESR S AREE, }IEA root SURAIAMEHFESCIERETNEE (root
capabilities) RUIEFILEES], EICEEHER. BRRIPHIESEREEM
HE, BT EENNHENRANTINRHE—SEEEN, BHNE
EFEN SIS L 2P,
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MagicOS IR th3z#F seccomp i, EFTRIEHRFHRIRNIIE,

X3 _EEN AR E R R SRR TIRG], TSN A AR
REUERMRFIENLEE.

SHDIAIE

HESURB

MagicOS IRIHEEIEN. HHEXMITESORBIgES, T zRRAGE
7 GRBIR, HfhR) BEX—2. FRENRSRIEFZZEEEERRRRIRA,
BEIERMERMIIERESESGIA, BEER MM ER CFIEs0R
e

MagicOS RIIESURBIZ EHESRERN T :

Android TEE(TrustZone)
JSF 4 ROTA )
G UL
v T SURRAR
mooks |< ) -
Sensordx /]
- /

MagicOS TEfRSUE RN TEE 2R Z2EE, FNERBERZEE
BEfE%S TEE B, REE UFTEREL. MagicOS SEXEUREERE. 1H1HE
BN, BG4I IFAEe 2 TEE of, ETF TrustZone HITR 2R
&, REE RUESUER R SRIESHOANERENNANIESEREEIE, NERIESE
EEN =
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IESUHIIEIREN TEE NReFMHTEE, RASREENERELHT

FUEINEMERMRIP. MBI RRE R INE S dRaIER, RIERFAYE
SEHEASMEE. INBBE=INALZRINEESENE, AR EUEE
tH TEE, MagicOS A= HAEsEEAIENE 2B TIRERNAHERINBD
FhET .

MagicOS RHESURBISIAR DIEAEIE], ERFmR TREFERRESIR
BIESHEIR 5K, TE 30 WARBSHITIESORA. RFSRE TRFIESOR
BIRTLUEEHEIR 10 R, AEHIE 30 WAREHITIECORA!. WNRELIRBIIESL
KW 20 0%, MnsnisE FIEERIKARHHR .

BOCRERIHISIR. FERNEFUARFEYESINBRFEBSFMIRE!
RIIR, (ERARNFEIRRRXEER.

PHFEITE, EERBSURRHERRISMRBIER, BFEEE
BEERZTICHUFEER, SRRA 72 /N RREREB RN RS E R
NEZRSES, LMEIGEAFICI,, M ICEBHNSEEERALE,

ABSRE*

MagicOS 12t 2D ABuiRBl. 3D ARIRBIRFARIRSIEED, FRAYR
BREFERERERARENEA, BE 3D AKEHRIREZILUER 3D A
BORBIFAR, 3D ABGRBISIAIRBIZR, B{ngen&MAT 2D ABmiRBIRAN.
3D ARSRBIFRA A I (117K,

MagicOS £ 3D ABIRBILSHERENT:

28 / 82
WS ORBERmRINBIRAT 2021-2025, {RE—IRFL.



HONOR

Android TEE(TrustZone)
5 / N ATA \
IR ) b B
— | Mg
NI R >
‘% 4=Camera
IR
Camerafli 5 \ AZ j
Y

MagicOS TEEE:LA TEE Z TR eEE, ARBGEEBETRSE
(&) TEE 5, REE UFDASREN, MagicOS XY AREIERE. KR,
SEORII, AL EANES=S7E TEE o, BT TrustZone #HTZ2MEE, 4
S ARIEER R EARISAELEANTEREEIE, FERARSIES
5.

NEAHTEURET TEE RSTEHTEN, RASBENEDEETA
BRI T IR RIS P, AN TE SRV B NaE A B AR 2
4B, [RERPMARSILSIERSME, JMNEE=I TR A RISE
iR, AREIS ARSIEIREL TEE. MagicOS AEBINZMAKRETEZE
KRN AR SIR R D B ER A RSN .

MagicOS MIABIRBISHSTARNBRNS, BPERARREIESSER 5
R, MRBEHTARIRE, SRANEORHIRE.

S FAHREATERATN s Iak. K% 13 ZHILE, ARRSIRERH
AR, BAIEEERIESORBIEERSIAILL,
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EERARRBIREENNSDIRBIRNER, BREESSZICHFEE

B

13, HEIRA 72 NRRFRERBEHF MR E KA RNEEEN, LUE
IERFAFIEIZ, B SIEEBNSEERRE.

E: 3D ABRBITHRERIERD D ™ 325

EOFE TR FECAITTR L, APEREFRANARK. 1850181
HUBRRFANEINNZEAS, ETECAEGE—ZHEURZLEFESAHET
RZSRE R EHUTIRR R TINE,

FFESHRIRA*

MagicOS RHFRHESIRBIRES, BT AO {KIhFE Camera FHEINFE
NPU BEAERBFIEMER (NI WFIRE/MEFTA%E) RIFRIRBIER
ERBRNE. ARERNAFE, BERFETH, HESRFARPD
'

FEREMIRBIRENERNEMERNERMRZEIMNEPRENLGE, £
SERREEHE, RS RENERE A EYEREURHTINRE MY
R, INBTEREEIINZE Y EREURNESR, (RIERFNEEREUER
SIME. INBE=S N ALEANEIEYERENE, RSN EREURE
HigeE, MagicOS AR B INENEMERERHERENENENEEEIER
D BIEIE RIRTE R BTN E R,

SE: FFERSMRBITIRERIERBD T R 3.
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diERE
AEHEEEA MagicOS WEIRZEI, MagicOS FIXIERHEHHER

ZEOXMAFSKX, RS KREESAFPSXRE, SENALNEE, FE

RIS TEERP D XAVEUE, RERMUET HRIEIEINET B RIREE
W, PREIAENARREIELE. MTRFPSXAXEEE, MagicOS 2t
T BEERRP. XEBRTREFMIRS. BRRaE. ReBRSIHE

RAFPHNSHEESIENZ2FE. R2ERMZEHER. RIS, MagicOS 33
RARERM T REBAZBEERSR (HUKS) KBS, BENRAFARE

REAVFENRRERSHFES, FRErIERERINE RPN ATRITE
E.

BRZEARE

VBB (HUKS, Honor Universal Keystore) & MagicOS &
ZhET JCA/ICE ZRSCHINZSASIEREE RS, MR H KeyStore &
Crypto #0 API, B1EZREE, WH/IFITRINERE, IEREESFINEE,
HUKS =Bt 7 BT RBIEPRIRESEEANIERN, miniRSRAILIBITIES
INERYD R, SHRBEATERMALE, SEYIAILEES, HUKS BILUSST R
FEtR {4 TEE R RBIRIBFEFISTERSS.

HUKS EIRRSARIERFAEME TEE MR, FIaRRMETREE—%
$ABT AES_256_GCM NNE{RIF. HiHTEMEARTY, £ TEE RSCHRZHETRIAN
B TEIRINBEE, BRANASEIT TEE MR, IFEZEIIES TEE (R
.
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HUKS X% RRIEFASCHET SRS, EERERMRTS, HUKS iER TN

FAEIUID (User ID, MARENBHESAST) . &8, 8855 MHEE. MA
fEFAZEART, HUKS SEXSRFEMSMHERIHITRIL, RIGBSEA /TR S
F.

HUKS SZRHERAEYIRBITIRE(HEEU ARRBIS) 1SR BRI IaHES
HUKS B\ EIRBIERE A FeiF R X B R 2R R S 1 E.

HUKS 2L TESRIANIE (Key Attestation) INgE. IREEFHAT, FENE
BIREBANE—NREIES, TEEFET, HUKS FIFIREEHRIERXRA

RERERERANBLES (FUIRFIIEAED)

TPM ZEHETH

PCi&# £, HUKS RUBEET Windows R TPM BI{SEY:, PIERC
M7 EEEREE. SUERP. XNTR/ABIFRINERE. IEPEEMRSANES
Ihge. MBI HUKS, MagicOS RIFFFRERLUA{TREEMNEH. IERNERE
HAETERNINGRZ B ARTTEA.

HUKS 1@t 7 ETFEHRERRID R o XETERE]. XNERERM TS
RYBIEESH, AE windows FIF. AENSHIZREERE, BEBHE 41
—&5A (HUK) 3RF3 AES_256_GCM EiENERIF. ZiHEMEYES TPM (R
i, Hep HUK INfRESEEE TPM EB5ERk, X3 windows FMEARTIL, LUK

kB RFRE L E.
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HUKS BY$ERIFIDRERM T —H—2 (BT HUK) fI—8—% (BT

GID) MFZZVRIMLSSEREINZEREN. INEIESERRENISD, BINER
FREIER B ERAE NSRS R,

HUKS BYXI#R/AERIFRINZ R R INRER M T B T IR MR 2 M SRR B
Bi%, SEXIFRAY AES AR

Et

. HMACIGIE, FEXIFRAY RSA/ECC ERIGE.

EIRMEEFEEN.

ISR
MagicOS RIELEE 6 = (BUA) . EE 4 (EF. FEEME (K
THT 4) BFREEETNERIFER. BRREWNFERRE, BRTER
ATHRE, TREANMRFNEZREME. XERENEEINERRIR
&, EXEIFEBNERAT, BiEnRRERIFEEERIPIVEE.
MagicOS JSRFRIZEIRHAERG, BIEMEEREE=IAREER,

PrERiFFEIR B NRAE. SRAPNERRKERRK. FARENE, T%E

il
Mk

B EGHIFREINESER,

WEZEESIREE—ERE HUKRIF, TEAFEIE. BXEBEED, 5
& A BNIEFZRH TR IR, XEHFZERIIEEE TEE IR
17. XEREENZHREERINERE LT, EAEBEE=INER
RIER T, MNRKGEEEFEREIREN= 6 HFNTRRESEN, =i
FrEHRAEENFE 8 FEATE). BIfE TEE LIMIRSHER TR, el LURIEM

FEBASEZEIRDERE.
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TR ZEFECHAT MR, SFETIZS A XS FEZBRIEIE
HHTRIFIER, SUREERIeRMEIREIG (EEsmRiHER=ERT
) R0 RTET. REERRIEHESE, EMIRETRIE
EREFAEENREFHEC R PIRINEIE AR TERIRE, XN
BHITHRE, NMREAFERE.

SR RIP

XN

MagicOS IRHETHRINETIRE, FIFRRRATINE S 4 RFRRFFE
INAEES |28, KA AES256 EERY XTS 1R SLIEUEFRENIZ (R,

AFRBAFHELZEMMABALR, MagicOS IRt T LA IMARNAEE:

1) BREEINESSE: MARARBIZEEIRRIFAR. WS EFINE
#ERISEER (Class Keys) SHifFERBAXRER, AP IIFEBMREE—
BEAHEREIRIP. ZZEERRBUE MagicOS RSB ENRRBILUS A aiAR. BT
HEINESAFPUFEEEXREK, NRTICEBSIEMREANSIRET AR
%, ENAFEBRIPTES, ERMrEEED.

2) IREMESE: ZRMIPLEFLERSTHRSREWERSTX,
% DE SEMIPRISUEEIRE— LEBREIAIEE), WMEER, mif. °FF., 1%
RERRIRBWE—RPRF, SHFEEBEX.
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scrypt (" Password
Password Key

Storage
Controller Key

NN RRIF
KR HIRRLFEIRSS
— LW ARSNGB SRR, AR EEFIALERERE, X
REEEANARASEEEI, XERTReFHRS HIXEERMZE
RIF, FXIETRIERBARTEIAES.
WERIFRVEIRE X IR EE—E AR N ASOERRP, BENETRE
FTEAERENGETHT, IIBEENERAHTEME, NANRKEXH
AES_256_CCM tEzUINELRIF, WEZEH AES_256_CBC H=zUINERIF.
RER TR IR RALU TSR R
- SRR XERTHREHE, URPYUREENAKS. BREAT TR
ERIANERTRIEEFTMANE
- ANERSE: ANERRESH, BEENAERRENIRSHIFIE. fia0 APP
EIEIRSS 2R, R TOKEN MEEE AL,
AER-LREFHERSSNEISIENNANER. 8%, URRZEAZ
RIS ECH ID SHERHHTIGS, LASGIEN FBXHZ#dRrEIRIR, #Riba%
£,
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TR

BERELRERF, ANREARMBRARFEYIEEME _ LROEEE,

ATREVE, FHEBIMPREEIUAIS I, SECECRMAAERYIIEIE
TENRAER, TLHIKERSE,

MagicOS FIREWIIRE, SHFIFEEIENZ2ER. BT YEEE
BRRIERY, HITESERE, THEEEERR. BREHERe 05E:
1, WRAFPISUBEUER BT TIEHFRINE, BEBRIFAPIRERE. &

FENEHIERS, #E NIST SP800-88 3K,

EIRIRIEFE

PEEN AlkiE, SHNASRBEEAFRNER, FIUICRRS
MIZRSRIIENBERT A&, ZRREAELISNAERKAER (BFPR\ER)
RE, RSATLUSAR. MRESHINFERXRIX, ERPERNARERBR
burE R LABSIEFeK 21 EE;

BRI AP EBRERINERFRSRREZH, UEEEXXH
Rty SQlite HUEFERIFZZUSEE, EIRICIERMBERINZFIEE
ERHRQEARTN "B #REDNEINESNHITINERE, ME&EN
AES_256_CCM; XIRAIANZEERSASE TEE (RIF, IN&/fRELNIRIALETE TEE ik

‘4=

17,
SRR AR AR PSSR T LUBE FH L 5e AT TE S P RS
IRISFERIRIBLE MR B ANIEEE ((NESFF PKIIEBRRIBIRE Z ERM
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EIRIAERYSeRZREN) | RRTERILUEE PC DRV T ER—FRRm_ Lk

£ PCMRTFRINNZELE.

FH SRR PMEmAVERRRIGFEEUEET AES_256_CBC RI75zUE{ TN

N

7, IEZREImERFAIE TEE UAERRIIRXITRESHI TRk, &
TRIEITAETE TEE ZShk, MhAHAVSEREINERAR TEE (RIF, INE/MEEIR
#7E REE MU T LA R I AE B R re PR IR FROTRIEHNA T |

PC ST ERUE MRV RIGAEEIEET AES_256_CBC RYZTZUEETIN

E&

, IEERET R EE—ER (HUK) JRE, IFRRELERE PCE
(PRiNESGIEN

M MagicOS 6.0 liAFia, STLIBE REZBKSHEREREMELS
FEMERERSHIRE, BRIEESWINE, BEftALINSEERTTIAIE
. REERERINEREAFEINER, NMEHESRIINEREL 2.
EREIERERRP, ZEBETEREIREIVERLURAEENENREE
PRk, EHBALIKSRIEETZNIREREIX AR, TieRERTrIEIEE
EEFRISIREISMINE L E,
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NAZE

( = \|f/ = k
| zmpmEx O zegew O | usmgex O sEsEsn C |
| |HigESiFEEr (RS EiREEr I SRR Q=g enliE s |
l I |
' C b
|
| EsiEEE RsgmeE | |
| dssEsEET SR
| iﬁ%ﬁiﬁ*}t ;ﬁm II | | I
| | |
| I ! |
|ﬁfﬁl 1 e ) B — O BE
|
| T ¢ I f v v :
| IEE L ! USSR — | SR |
| AP I !
2 |
.  hme I
=l ]

AETEEEIA MagicOS _ENABREFBXNGEIE. BTNREERE

RTSIRE, BPENAETEEFETERMAINA, MRGERS, N

AEFARERFHIIZEE. REEURABPINABIEEEN AT HEXL

EXb,

AL, MagicOS IRHTEENAREMRLE,

TRERNRE:

R FRZAEMER, BTN FAERRIGHH], IR ARERI APP A

M. NAA%RIAT,

RGN AT RS (A0S,

ML ERRN RIS

ﬁ
=

R AE)

MR XL NSRS AP TIREE.

RN FEEITHER, BTN ADTE

R ERNEEA A SHAREN A EIEE

. BITAERIP. REBASHHRRN
. ERFFRIEETEE,
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Wiz Et vl

MagicOS RATREEEFRETES BN ARERF. MASERIERN
RSN SEY, RAETENARERFN, SNNASEHT
KA, LIBENAEFRESAREN, WFRIERNEIHNNAERRE,

M FRFEFCEAIN AR IFAF B =N AREFHITHRE, thREH
TRAEEIIE, RESHARNAEFESEREZNMNAARITFAR,
PURIEEE N R TG RES RIS R &R P IE N R,

MagicOS R&ZIFLUT Android V1/V2/V3 =R BEEGE:

« Android V1 &1, 2—MET JARBNEEHE. BT VI EBHE
M APK B9 ZIP TR, E&#Y Android R&t EREEIN ERIR(ER V1
&2,

« Android V2 &&=, £ Android 7.0 Z/F3|I\H—FEHEEHE,
BEBERINT APK ZRIFH O HTIAMEEN (B4 ZIPOBR. BR
ZARRRAIN M EIERS) . ATBEFIMRIIEREF SRR
i, FRANASEEER V2 HITEE, R APK XHHEAN— APK &
EHR, V2EBNEEEFNERSFHENASE LR V2 ok, H
BRepbr LIS V2 SE0ER V1 EZ RN FAEFHITIOIE,

« Android V3 &£183(, 2 Android 9 lRAZESINIERTIE, RN
FAERSRRCH:, (N FEREB AN AR R E M EH S B,
Android V1/V2/V3 =f&ER RS, FHHNEREIHFRETRS.

MagicOS RN TR ZWIERNIES, SHRIBNAHII AP RS
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B, UREZRZDRPIFR, FRELEERIGIE. WNRMALL Android 11

(API 3 30) ABWFE, NAMRERERLE v2 ESIRAHTE
B

RS

MagicOS EERN A NG, WREMAETELES, BE8TMNEZ
EHEERE, RIENAIETRNTS, RNNAEZEN, RRENADE S
IWBTFEBR, NAFAEBRARHEMNARR, REEFSHEERe, B
rERERAR, RIPFNAMNRRAZEEN BN,

RENETNAEFSER T E—RSMOTmRAF ID (UID) |, #EF UID
WEN AL, EEeEETNEES] (DAC) | &EEliniEzd (MAC)
FLMNZnIEETLE, BREINALEIDEINUG. BRE. FrERAZOA
BER FIR0iEH, WRNAZERDEDELIMIER, RREERGRMAIR
BN XS MNTIENED, FEREGENAR A 865emk. ERBRIRAYE
T, RSB LN R T,

HREENNERER, ALAHEEZERAF ID, FER—NAFENE LAHERAEH
=,

SRHIT I XFE

ATILRFEIFtEEE S EFHRDEEL, LA MagicOS 4.0
(Android APl 5l 29) RESMRAABRFEESRIN BEROAER TR T
T XM ESERI D XIBEAIR (B X)) . B RAREEHRINDT
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=B ERRFESENNATRESR, RSN AR eI EREAIERIA

. NG ERAFEREMNALE, RESERE.

N R4 TRI PRI

NRRIETH, EEREITHRERNNEILRENEER, S2FEE
RIFFEEERNEFNATIREE], MagicOS sZmtblt =SB ERET L
(ASLR). ERZtiEREH(Seccomp).

ASLR ZRMI RN Xin BRI BRI ERIPEAR, BUEH, .
HE SIS A X BRIBETI, 1EINREE TN B ALAIMERE, Brib
FEEMIERBAE, REELSHGENERN. REREEENBERER
i CAIRERE.

Seccomp A LAEHIN AT HFATRIR S ARTEE, XTIRHTE
SEEANRFERITSRIES, IERELLEIER s R EREERRTY
HIEFATRIIE.

iz:Eind

Rz PSS R AN OBHATIRIP, B LR R RIBSFAS St A BT AL,
MagicOS BFmIEY "IRE>RE>NAMN" FENAMEES, RENANE
PSRN A, NAMEENTERE, Bl AR SRAFRT
SDIALE CAESNEREER. B AlRF) , INEBERZFRIHER, *
PHERIRSFA. N AEBIRIFRINA, KEEdREI, ERFERIEESIRPIILE
EREILHBNMIRIT, BrLERSRATER.

41/ 82
IRV ORBRIRRIDBIRAT 2021-2025, {RE—HINF),



HONOR

LZEHEN*

TEAFPBAEBRZRET, MagicOS IREARELBMAIIEE. FTHRERAY
88, EAFPWMAERN, SEMREIZERNE. TEBNENSBERNZE
HNEERSBN. REMNELEEEMICIZINEE, REHRMIIR, Fals
AFRER. REBNZENRRLEERFRFE=DNAERE, HRAEFN
FIMARE.

YT BONASERECHRIBNSHTELREA, ZBER TRERNERS

£

mEER

B=TIARAERN AR ERERE, NE=IRE T HNAREESIA
SRR, MagicOS RN R SIFRBENARKEREGIE, BABER
T, BREAARTREFR=SARAKERNONA. ENBFPRFRAZEIRE,
ARG ERIXBL,

MagicOS RFERBEIFRITHIRS5E, BTRINBFALENINERESSE

/

HRE. IFAMRSERTEKMBSERPMLL, WRAFPRSELEES
BXRY, EPRESAIMNARSFENK. WEERSIE N AL EIENE
aREaE, —BRITRSNA, SYAIRAFREXRES, FiRTAF

XIS A T,
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TRt
RES SNEEREE. EERmEmSRH &, mEmAFERRE.,

MagicOS Rt TR SiRBITIEE, WIS AR TAFHEBR T, RBlR
RSN, ANEEEEWET/aHTI=E, FIENAERT. iF D
EFRH,

BAVEIR*

FR{EMZEITEIRG P RESRIV T RK. MagicOS—AmEEITIRBIFI=
EXPLEETE. WA, WL, FEEMEIRARARIE AL, RIEZ5, EFERAN
HRIAIRRES, IRVEXBRITARITIRE, WMREMT/OMETRERIATEER
BHESETARARITRE, SFEREREEXRE, UREFEAIARIGTF
IWIRB, BRIFSENKIFIREIESIZE. VFIRA ARV EIRRIIL RIS
RGN, ERHEETRAIRNESERNRAGI, R ZEXBGEHSE
R,

MMagicOS 9.0mMAFHa, SRIEEEIRE (XFH/ TR IFFAREHERE
EE. ZINEERA T RHGREFITE, T RIRRMERARHITERIR
B, EEMNMETESEMBEE (VAE) SERIIHME (GAN) LKk
Diffusionfy SRR EE X ERRINIEAIRENS.

ERASI L, ARMERNRFF AT SREEME (CNN) FHHER
WExE, BEIDTAREGRRIZHHE, SEEEREE. SERMAT. SEREW
MISREE, WET— I ERANRIIEER. ZRE BRI AL IEE

GEdE, SCRIFIRTEIRRIESCHY.
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BirS, RRETIGRERLSMEARER, #X7— MRS

Ker. 1z R HMEERGPRIBIMARAIAEARIET, XLEE
FEIGAIERAMELABIRRY. 5, SREAENRGHASER 73S, B
AETEFREE, 1R E XA NIERARYENEE].

FESEPRR AR, SRR REIR BRI RERES A UEIE AN I AL
FHEARER, RAIHERARASMASORINEGE, REFAHER, X—&
ARISLHE, ANRFH T BRENFAETHNR2NE, BARFRRTEATE
RIS HIIEFER,

£MagicOS 10.0/F, BAICIFIEHEEPARZ OB AIGHIE
ERNEEN SERBIERIFEN DTS IZE, MIBAMEIETT, ARFEEXN
BR e,

1. AISREGESHENEED

ZRAETREZIRE, seBEEREEPEEFTAIGHINES.

BESMESISNERHE. IBREHNNAEET, REEBEXDEAES

S5&miEE, BRPLLFRD FABES SRR E A SDHITH

k.

2, EEGSIEFIRAEIRR

ZNREFIBEHESEIRE] (ASR) . BAESE (NLP) REZRERE

B (RAG) HR, SEGEIENGEFN LTS, LITRBIEREESE

SHAUNFRER, NERER. ER KA. ERmaF. RREIR

ik, BeSRBIZTFRIEAERL., FEENZIXCR AR,
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#FENAFB R IRA.

BReImR B Rt

NIFLVER, FRIPRFEEAHIEE, MagicOS
BEPIRITHSCIL 7 STUKEIGIFEE, 93 T%e. IENHERE, B

ABEAT:
1. NABEENREHLEET
EHRREREZNERAZE, FENREEEENE. MagicOSSTH 7%
RN RERRHZENG, BRERNAEEEENANAERE. REETEE
REMNRARE, BREZASHEE

E1=1—}
B

BirNAREREH, SSREREE
Bz, KR T IFERMEEMERIXR,

2, BHIREBRERNE
ER=HETRETD, REUEREEISSBNER, aEELEESEE

MGHHEE, BB RFERI—EFNATIIERA, SSIHRBIF FRETEEAEE
NENE=RE, BRNELTEEIMHIANmRENENEE, BPEsRE

TR,

3. BMAREELGES
AFPEXEREIHTERESHNERE, EREEEERNKIR

£. HNENTREMNESRRAREER, LEUEERARBDRS, —
BigNEIZOEEsUMARE, BIhzXKERNEHTRER, BRI
SR BN SEREFHRYER.

BT RS EREATFER, MagicOSI 7 EREHZAIEH ERFmS
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TR, BRE T EPEESRK, XEXe 7 EIRNBEAIEAMEE, =B
T RPN FFRREIRNEERMERRTEMS.

R PS>

ek

MagicOS &t 7R EME IR FERH = P EMUAI R
I0RE, MRS NTIEMULEETHESSRAIAIMLL, KOS ERIEE B
IRBIHEETROTEMIL, ERPEREEMREINN, Sl —4RHas%
BRE, FRERFFEXRL.

IERBAG(SIRIF™

SRR E R AEEBHINABRSMALEF2—, RiHSEE
— BB =SS AP TR ERMENEFIRAEFLZ 2N, 97 KR
BESRAIXEG, MagicOS B4t T IIERSREERIFTIRE, PSRN R=ERA
s, HEEQIHS.

MagicOS FERFEIBINEEIERSEEIREISIZE, HRBINEIEHIER,
NEREER D% MagicOS RAFIRBRIFNAEEEFin, BRAEESEH
/9 MagicOS BRIRSEEREin, ARG EEFIRSIIIIEDRESEH
ITINERE, FHXPBERETIIER, PBLEE=EREE ik SRR
a5, RIEXREEURERRGSN, WIHEBHEERTERARIIEN, HEMN
RTEREE.

i BESORRENEFTEXBO R SH M LRE.
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MBS EERE
ISR, BERRSNEE, SRR

i, IRNFIREEE. REEKMENEIEI RN 2.

VPN
@i VPN, FAFRILMERAMEEEBCNLZETRAEME, H#iTx
LHEIRER. MagicOS TR VPN thGERAIES:
1. PPTP, i MS-CHAPV2 %5570 RSA SecurlD #THRFIAIE. S2iF
MPPE fii&
2. L2TP/IPSec, 3z MS-CHAPV2 %553, PSK =248, IEFIAILE
3. X¥F IKEv2/IPSec, STHRFHEZSH. RSAIUEP. ECDSAIEH. EAP-
MSCHAPV2 &, EAP-TLS #HTIAIE
4. 4% IPSec Xauth PSK #£=2%75H, IPSec Xauth RSA IFHIAUE, IPSec
Hybrid RSA iEHi\iE
MagicOS z#5LAT VPN Ihge:
HXMFERAETIERAMENMNG, 1T REGELER VPN BEEmAHE X
EEMRLUEFEE VPN &,
ST AN AR E VPN, EASHitET VPN EE,
XRHALITI VPN, BPREEEEINEERREF I VPN LSRR
.
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FERIEIBMIREEE (MDM) BRSEEEREFEASEA VPN
TIRE, RIFELRNRVEIERE.

TLS

IREFEFTLS v1.0,1.1,1.2,1.3, TLS B—HM%2thil, TEEAEERME
ELeMTREMRE, NARMYBEERIEITE TLS iz £, TLS thi}fa
RelEnEZEERENSOINENZBINE. NAEMUESERIZEEERD
TLS Y BTERRARINE, NIRIEESRIFAE .,

IREEIARFRA TLS EEER TLS 1.3, Mtk TLS1.2, TLS1.3 A TH
Befl=et (W THRISHERMERNEE. ) ;| TLIS1.3 INEEHATBEE
X, #EEEATLS1.3 5, SXFHNEEHSBRREEANES, B2
IHESEIEAErITA.

Tok B e

MagicOS %35 WPA/WPA2 PSK, WPA3 (RS F=mR3zi%), 802.1x EAP,
WAPI EZ A A RAR L 2RI FERIFEFIER,

AT ERIEWIRER, ISR FAFISFARISRIR, TERIERE] WLAN W82
A, MagicOS iR MLEATE AT MAC tBit, .

JZEREE) WLAN PI4ERY, REBBNAERREN MAC HlbZER: BB 7=
1, KT SREE). BPNREEERME, BalAFHERERLE
MAC #EHbFH TIER,
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EIFTIR B2 WLAN #AmaIheE, EOABR TEXEN, HAPFERER
IA WLAN #3715 WPA2 PSKOINEAR, (RIBEENZS.

RNHEIZATEINE WLAN REEFRRERtBRTsERAEZEFIA, AR
FLAR &, FIREtR R HREAMEIIZFRAF L2, MagicOS fZ{#t
T3 WLAN BNRBIREMENS 128, WFEEzsy WLAN BTtall, —BAI
NG IRRAR WLAN AimiIRe NG, BPRLIHTXINAYE(E, HRiRA
FHI WLAN &R E.

E: AR EMEXAIMRA S,

alhoE=av

NESFEIHENEUTREABFRMENSER, SEeRPAE
S, FREESE, MUTETIRFEREEE, EESIERRPINYR
K. MagicOS =S R RBA{EUETIRE, BT GSM/LTE (hELGRIRAFIE
RIS SEUHE LR IER Buh WS SEUHERRILLE IR, TR
BNRBIHAYAEYS (LTE (ESRORBUXERD O R FEasdT) . RERTH
RFEBARFEERIRAEY, BESHENNETENEERF TS
SEIRA, ERIEERIRAERSNERHINNX,

SE: BB RIEIR B BN P E X R SITERL.
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REERTE
HT M SIRERF S MR Z AR, BERERE 2T

BIFAE, BMRBNREZEELIEERR, FREBARIHEERRS,
BEwerEEEE, TURAPHENZ 2%,
IREZEISEXRREER—REWRS MagicOS IREZIERIAIERFRLA

& MagicOS ig##0 loT iIRFBZ AR ERERE,

E—REKS MagicOS iR EBEZ S

MagicOS NERE—REWRSHIRFEKRLRFINERS. &
MagicOS IRBEERKSHIHBSERMEMZAFARXIMEAZERISDIRR,
HERERRS R FIBENEAAHTAL. INBBTRIE—REKS THIR
&, JERSERISTERNIAZHRZENSDANE, BANREAER
&, H—2it, ETIHNSOATER, B—RERKSHIRSEERLIHTE
PIBHEYLZEBEEE. HERSTEAFAKS TNEMRSBLTEAETIA
IS,

F—5RI2MS MagicOS i& & HMBRSS

BERE—REKSHREIANERS R SHFERE—RIEWS MagicOS
IREFENEEEN, BEFHN. ik, PCEFRE. MagicOS iR&E La{Z4H/N
RSB, BYMMIERFE—REWSHEMIREDBIHITRMDIALE, Fil
IR EFERIRIEE R,
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SAFPERISEZEEKS TREMIRE, SET DAAEREEMR

5, SERE—RERS FTRIREANESSIEERNGE, IRSEHERAVETEEHR
ERNSIEERINERF.

BETEESRETEERE

BETRNRE oTIREHREMFERHRSS, RESN LEERIRRY
loTIRBHIERHLZ EIIEANNALERS . ST BET A EMREEMIREE—E
A, (EFAAES-GCM-256HXNIBEFRFIREER, FRFBOZIRE
PR SIHR LEERE R, BETANRERZENBEETTLS1.2RUE
REMN, WINERERPTAED R STA R AR R0l S HaEH T X
&, REZSNF—NMNoTIREDEME—T(FER, HEMRAES-GCM-2568

EINERF LERNRE S D ERHIZRERRIK SRR,

loT BB EEKZE

MagicOS R XIFLEZETERFEK SRS (NSHFESRE) 5
MagicOS %% (FH. FiRE) AR AImIEERR, HEESEERR
MIREE, ERTSMNERRE, THAPSIRREIRINEER.

MagicOS iZ&HY loT WS BRIRR

MagicOS ®ENAEH loT RESESERFBNBDIRR, TR
loT EREEIIRE, ZIFRATF MagicOS i§%5 loT i& ZIERAIELARE

5. SREEMSHEKSHIBRIIKSHIRETRELL, loT ISBHImRERE
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FIMERIBIZL AFATEXS (ED25519 AFATERY) ; ZEANITE MagicOS iIREBHNZE

INZAERY, FASHBASIANH TEE,

loT iZFBHRHRR

loT IRBREMSERIREZHIFR, FA%S MagicOS iR&FiB(E. %310
tRERE RN AFATERS (Ed25519 AFATEXT) ; loT iRFBFASAARE loT
RE, REBXRKEHIRE, SEBEXIMRFAAX.

BAREHFRATAT MagicOS 185 loT IREAMZEEE: 4
MagicOS 1855 loT IREIANEXimAIRI S EMIRASRIRENRE, STLAH
TEIREH RIS RERE.

iR SE R RREEL0E

MagicOS i25&# loT REFEVZ AW REERRNILRE, Xhr EREER
MagicOS ig&FH loT WS BHTRRHM loT IREFHISMIHRRIEE,

FERNREMEERRNEREY, AFPFREAE MagicOSig&E L, A loT
g% LIRH PIN 13: WTFBERIRE, Z PIN IB3a054ER,; WTSBREE
HUIRE, % PIN BRIRELEF] K&, PIN BRI, ALIE—M AR
B[R 6 2, WRILAR— 1 "4ERS. FEfS, MagicOS igg&#H loT iRe&(a]
{5 PAKE WY SERGAEIIS IR AR, HEEMF, RIrMEEm%
FISHTRRATEE M,

£ MagicOS ig% £, ATIRIESEBENHIAIERRATER, WiHh
B RSB IETE TEE (U,

MagicOS &5 loT iEFANEERS
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SEVOIEERFRAT MagicOS 1IR%ES 10T IRFAMTIEEN, WHES

IXBER, BETAEEIRS O ABEEH TANESIEZRNE, LI
IR E ST R A EFPERIRE.

SAPER PCF "Hi—ilt" . SRMEFWS, EFIFRERNTA
EEfM. K. PAD ZEH=EUER, IJIABEE birT e Rt mAY
BIERR, FHERAEDESRIRISAE R E SRR TINE.

ERERHDIAE

LERFE—REWSHY MagicOS IREZ A TRfEXRfE, WSNA
EEREHIEEER, WEBEKEA BT T SIS =RIRYE R
ARGRISEIRRENREE, RE38MRIEEYRTREHTHIREE
4.

Blan: PRI LRI AERRFI IR RRFRI, FEIUAZREIFR
RENERERFIANE, MIEEPNEEHERME T RS
LIRNMEFIWIESHRNREH. BAPEPRIZRE DMAFIIRSHIBEE
18, BRABEAEFin, BISEEAENY S FHEH T BRI ISR ERS
%, FeRITERISDIRE].

EEMERNR 2

AEIEAIERIRSS m, RIS KRS (LUTERRSK)  BPER
ABFEEEFINFERESET IFERE S A PBKDF2 IREHZR
HEBEERERITIAE (TEE) B, EEABAERE iR, RIS iEKimeE
(AN EREFin) AERIZISAER, RSinET DREREMRS RATAH
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MHEEFRRERS A, ERAH. hiEME, BRESFiREAL

FEEMRENNFERE, RFSESREMEMA PBKDF2 BiXRERH,
BT IWEREMEFIRATAAY, BTEFRMABMRSmABIEHSIES
1, FIGERBFHMACER, LI — P ETHE(ERHESIRIES, iR
BimKIEEFIRAH. HEIES, RSRETEFinARRIRS WA
RAHAIEER, FERRIEEEXERISIEREH TR, WRRSEY, T
1BAE PR RIS F E IR R IERRIR S mIRE IR, IRSIRLAIATER
EFiRENEIAE, BEHSIEEREN HMACER, WiE—NRETHE
EERYERIGIERS, BERASEERIDANIEREREY ESDSAER, 25
(ERSIAEHRE CCM RV TRY AES IIENEERERMER, REEE in
KRIEHBIESFIAIEERAVEN, & imERNE BN SIEE RRIeH R
S, BRFSIERHEEDINEER, ERERARIDMEER, MR Lk
EMFIERATER, NIAEEREAEH, B IETek. LA ERATERALE
WRESERIEHRITING (TEE) h7epk, IRSSnEREHEIMEES, ik
RUEHAIR N AR FR £ MEEIR LR,

NERA

FEEERISHR T AGRETNERRED, FRFEBRSEER
hZe, NERINEITHE, EEREERESERRSHASSIRFIEL
BSHRIFIERIEFAMER.

SR CEREREE. BRBENFIEEI RS E A ERBIEESIIR
SIS, MREEFIWNE, NENSEFREBRFIREBERRALS
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BHFEHER. MREARFIWIE, NEEEHKRARR, BAERFES

==

SEEZERNRE (F. FRSE) SHERTREWSHEFNLFR
MERBITIEERHR, SREFINHFRANARE R ERZ2EREI SEEER
HitRimig s LINERME, $EAeLEnh, SERHEKS. KATE
IRBITHEEREF L LMBR A RERIE—BER S, BIHEELSMPRZIERK
STEREKIRE LINEEENARER.

ATFIERIIIEERIARE HERRERIKSHIRIRE Z A TN
s, REFASKRERNEEE, BA2 EERIR,

RS2t
AEDEEERE MagicOS P> FHIRSHIZ /P, WTHE=7
XATRVA, SHIRERRT ISR ARITERI, MagicOS IR IR
RURRBRIPfEERRIE S I % £.

RIS

REWSERTHEMERERS. MTRAMS, REEKSH%Z
£, BIERERNEAREAET2EERE. ATIAMX—BiR, REERERK
EZDH 8N FAREEN, BN NEa=E8iidr, BERENERE
3. EERNAIELLE, BRTLIBERMNESHNFHFRAATS (BE&RK

A 3240FF) |, LERREEIRE.
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ERPREEAENR, REESRABFPAREERE, BFMIEEE
M. flan, BREREEY, BEEHNRE LEAREKSER. MERER
£, NESETAPMENERERKSEN. 35, RERAT SR
EFRRIFAFKF. XEEREEF=NERMENEREZERIREL, RiF
BRI AR B E R EBEERHTIRE, LR EHARBEREEFH XS A sEs2Izs
PZEMRIEHEIFHER LR,

INEINIE

WEINERWSRIFRELR, SHRRENEKSERERE.

BTWSHIP, EHREREETENZEERESENAEKS. BR
EFRINRE, FTHRANEBNLZEWIHD, LEWIFEHRAEEIZEERNF
SEEZEHfEL, WIHEY, FrRMEELIRE. XMEEER T REKS
DUIRERRERSISS Gk, REEREE) IREk.

BEALZEINIE

NRAFPEERNERSHES 7TER, EXERERSERN, M2
HIEIT SRIEK SHERFISIEaM it B LA A, AFRETBEH
IFREEFISIE, #ifil. LEFHSEREHMEbIL,

WS K=

RiEK S BEin2intIeEan AR BSIRBIFIRINEES, FASHIEM.
TR, BiEKE. RFFEZSRESENEEF. BENIKSERIMEIR
FHIZERY, SASTAMESF, FEESERIN. NSIFEISHEARREK
SZe, ITETEIRRERSHING, BRAPSMNEERE.
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REER

#ixeg OOBE (iR, AFRIEACERNEKSHIBRBHITIHEER,
HBRBSEYZEMNIZEEEE, MEREH T -RIINLESENAE
SERSafR, WSZET HTTPS thiliEE T AWK SIGR EiRaFnREHTIK
SER, LU THIBRENKSHEZER.

rEER

EImrRE L, APYUIBEEEhEIEE A G eEmEE, KR
RENKSHEXERELERHRE. WSEET HTTPS HYEE FAiZ
Ik SlEe ERAEINRBEHTIKSER, LM T HIAIRBFNKSEER.

BRAER

EIMRE L, APERSRENKSEULUSESERINE, REWSHIE
SEFRIIEET FIDO hNSEI. ERFFTRIERENG, BPEREREX
ERAY, BimiRE LR FIDO NIERRERSETRFIEMATRETIEMAY Key 1D 71
EOEUEENERITEHAPIESIRR, BREOADSREERE TIEMRRT
RS, FTLRIES RIS EASFERFP TR EEEstmR, XInE
FhiEFAFRI KeyID,

HEER

RPALEREERRNERSHI RSB iR LR " EmiHT
BER. BREERBRSEEETKE, TEEIRRSHITHESERA, T
RANG, REWSSET HTTPS B EFI MR ImSiERKIGIE, IthhS

RS LWEIRBERIA, BRARR M EBERST 5T,

57 / 82
WS ORBERmRINBIRAT 2021-2025, {RE—IRFL.



HONOR
FERE

FZE R

FEFERERERERAEISE CRIZE RN AT = RISl
HEFNHZLTTH (Secure Element, [FFR SE) A, HASEAEHEE
Tell (SSD) KEKEFHERRIINANEIE TEEMEEIZ2RE X IR
A, ASZXKEKREIZeERHtLeRE. BREFETEFRE, FJL
XJ3Z

RIBRHITREGE. TLUEARBERFHRS. RESFRER. TS
RIBENFNABREEEERR. TS FEERRNOE EBIBEF
Hl. AEFEARBERIITLIERBRER, BERIRE.

F: APERBapp PXAITHBRERARNERARE, REF 5
K. FHEOIEIRSS (SEI TSM) fEEZLet, (ISD) B9 SCP (Secure Channel
Protocol) RIRIFT, AFFERISE REIZE—NEIRAYSSD, EXIRATER
A9-RRFERAR GP Card (GlobalPlatform Card) #5B F&iZ%cZSSD,2AIS
BB ES 2 SIFERISSD, SSDIEMAMRIBE /A TINAI SRS TS

(SPTSM) &, SP TSM $—F—I-RHEHESEMNANEIE, BidEA
SSD RYZESAERSZ SCP INE{RIF IEE SEFRIRERRNAR. ERRE
FHHRFFER,

REFE: AFERSapp PR ERERERTFESK. SPTSM &
FIAE T SIS IS pkiiBANG , B EMRIIESE SE Fr-RAKIE
FENEHERE, RABEEER, SR RAEHEITEHRETEER. SP
TSM {ERIZ-RRNERRERRESITEER, KRERNIZERE SP TSM
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WA AR, BBESP TSM BEA-RABEMB—RITE, FHHEitE
CEREPRA BSOS FRASERI-RARIAN, RAEEEM—RRE, B
BIRIhMZRBAR A SP TSM IERMEAIERTD, FLA-RARERRIFHE
ST, BIMERAIREWFEREL. BT RAEAOIEFHEE SE iR

FARF SP TSM RYRE4INEENA, BSRER NGRS G L 2R
B, BIRBE=FENRZER, HREREKEIBRATN SPTSM =
%o

DB REPHIRTR): SRAFENACEREKEFBNRIERE, LU
HNA LB, BIRENRREIESREFE SP TSM, B~ RREIESEHD
HIRIRANSRE, B SP TSM FRIZHIESE SE FRRRAN, RARIERES
EAGREINEIE, FERAINE. 10 MAC [SiR[E, SP TSM RIS
&, B MAC, MREHIRERI-RNEEHRE. REUBERNINE. MIMAC,
ERILE T &S R PR M RN T R,

BR: APABFEARERE, JUUBERE app KEE~RIIER, EE
RIER, SPTSM LBE-RHREUREN, A5 FREOERSS(SEI TSM) &4%
RAM SE SRHAIERER. SP TSM 1S3REEIR-RRREUER AR R SELAE
A9z AT B RERIR 28 B RISZ (A RIT R,

SRR
FFBIYZEDR App BIERZEIARL, ZED App JAAES App EOSMFEFENE
FiggtI MACHEIE, RE App HRAEF RS EOIEMENIRER MAC it
it, BESFIRSABEENRENESTT 5, FMHNEGRIERE, B RS
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HItc£6 App, £8 App FIeED App IRSS, HZELR App IRSIRIGIBRLE

W, SR ERIRRRY, EREFBERUER I, FWEMAM. B EEEE
BN, EREIEREEBENTENTE. AFEEE App BiERE
App ETLASEMBRZERRL, MBRRT SRS MR MR IRSAIZEN MAC i
UEFI-RE App AHEEUE.

RES

HERL: FHMEDR, HERFESIMBMNERRE LESHE, R
[ERPHIEAEXR.

BesdFHB. £ic. BRREA. EBHREMAE. WLAN SN AERRER
SDK T 2iERL. ZRRAE TR IRINEIRIIESIHTRL, =
MISIIHERHTRMNELEE, FLL HMAC-SHA256 #3545, HFREIENEF
ERE

MNTERWENE, ERPHRTRSZEI, RECRIAIBNRIREET
TLS1.2 Y RINiEEE, FEdHERSZBRIBEENERIEER, £H
AES-GCM-256 iR ELRIEHNENE. RESEETRFPPE—
RP®ER, FERZERSEERTIIENERT, BPERHENERISE
AHITR2NE, WSEHRSEY KMS KSR GINEIIRE

IFEREE (BiEER, XATF) EAMSENE—REIEEER, X
MRS, BN REGRER S REIEEEHIREMNAY S REGEFZ AT
MESR, HUERLS ERES, HEEERERLEERNEERERER, T
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{FE AR AE T HE AR ZERRIIGR ESIAERINE TR, mNER
HUKS AR RIFERIFRE SR INE TIFE5R.

HEElD: |HBKAEA. BB, 8. R, BECRSFNAHE, BA
A MR B RS, BRE. ERREFRFNVRELRIE, MEF=H
NFREEE, SDENES TR S EIEINE S —.

AR

FREZLRZINIE

IEEREEEINER, RENARESX LN BRTRRIT A& HITE
BINE, FREDANAFTFREMEWTRE, RETHRERANLEFEER
RIEFF AR RBENMIRSS, LIRR E2RNARRESEEMEREMRY, (2
AESRRRIERRE.

MRARSEE

RENAEESNTHRFRREEAE. BRAGMINA. ENAHE
L2RRY, SXIMARTORE. BPR. AE. HBFEQHTEENRZEARIA
TE%, #zEmstall. SR&IML. T E53E. RRTH. TAGRRES
HZER, MALRE, NARESERARNERNANFEE, S6HPR
IR, IRFMNERE, WTATFEERNNA, RHFAERTENETEL
H, B L2EER. ERKRTERLE, MNBHTTRINREER, AP
RPIEENER.

REXEAGRIP

RN AR RETERRNFARFIE, FFENAESHTORS
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&K, NARFRBRAFRHEGESORREINRS. BEWKSTRARMFAS

RA, SEFRKEOEAS. ERNKHITERE, REINMATE. NANE
. MEUHEESFINE, BRABRE, RIPRFEARDRER.

FrEEHZ2MN

FREBERSFERETSMEMHER, BT=SFREERERImREL
¥ BHEE APP IR FERES.

B MEFAREFINEEIR) APP FESCIEREFT A EIRS Faith APP (5
2., HE APP UiE—RRFF R ERIEBENER, Tl EMEsEETE, 7
RE BRI BRISFHINEE XS RARBRSBASRY Scope,

iR EEERR R EIRZERIEEN APP FUE—RRFFAIE RIERIENX
=R, FENSRIE=77 APP BRI HEENEREETAE RIFaIREER,
RIE T FIIBE DA AR,

BHIRTE & BUEi*

MagicOS 12t T EHIREFINEE. WEAIFEFI. TR EEKTARLS,
AERFEEKIREEN
(https://cloud.hihonor.com/findmydevice/wapFindPhone) & "“&ki&
/" APP BEREXRANRE. UTHREIREERERRE. RIFIRETEIE
T2, RIPPAR AR E:
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EMIRE: JEtE EERREREMNE. BEEMEl. REEMER

o LR ERER.

BIGeE: TCRBFEDLTHEIIRME, REBWBIURKEEREN
R,

RNIAEERS: eEHERE, MRRNS TRERIEMFEREXI, &
RBFEIRE RIEKA L

AR ERERERIIEINREES, ERRESEHRTE
FREEXRENBIEE, UEEVEK.

EXE REFEEHIEARNEREBRE, EFFE LERESH
BRRREIE, BailbikUE, tEREEEN. B, REIREBEREKEA
=8, MHERKEREAS.

SIM R0t HAXRKEIUSAXIIRE LAY SIM RIATINSUHEIE, Insds
SIM RIEARMIRENERIREIISFZEHANEB I AER.

BRREURRE: REMEDRE, AR (BFEFR) SHUKAM
bR, BIREURERENEESREHITEN, REERIHMIFRIEERIRERSE
fa.

BHRME: SHFRBELTREINSITBRERERE. ZWEEEREKXRIR
BREBEEL & BEFETBEERISENFI (MRAFOARS) &
KEIBS, e, RVEEREIRS:E, NMCIBELEK. FRiZI6E
Y, SETF HUKS MiRE. NMARSEMEHTAL SFOANREREET %
5. SERETHEREZ(ECC-160)RERAREEMEERIINIEER, FE

63 / 82
WS ORBERmRINBIRAT 2021-2025, {RE—IRFL.



HONOR

RZZRHUEERHTINER (INEEEN AES_ 256 GCM &%) FHER

i, EEfEmN/NITEEMNEESRTE, SET HENESIMHERE LR
IRR AN E IR E PR R,

ItEAh MagicOS iR R#t T i SEELEHtIRE. EERTERENFIN, &
R EIREAENINE, HREFRMANEZAFIITESIBREIE, REE
MR ERFERNEWS AREHTEN NS, WHRREEIIRNIAR
TEAGEIIERIRE, RERENRE.

IRER S AT LABT DR, SENREREFRER, BFALL
R ERIREELREN NIRRT, SFERIETE, REAtE
RS ERARERSEEMARAENER, HFEEI R TR R
¥

GE: BIMEXEARSIFILIRE.

EEER

ERRETFIIIFRIRE, RHEHEREIETRICR. SinE
£, REFENMRFPESGTRERS, RIFBPEENEFAZEERNEEE
RAYEA,

ETMagicOSIRMHIIEERZ £/, BEBMREMAIEHRITIMNEREN
RENERES, £ URIFRFEHEREEERNRIm S EIEECR
UEFHNRE,

EMEPERNFTEEEREEE, HERTaEmBEE (TLS1.2R U E
TEMN) | FEWEME, SERMAPCASEN, EERRRINEEEX
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FIRHIT XIIEF IS ERES, WHIRAP N ALZEREERE R AR
2.

RFPE HEEENRREAIMBNALEE, WERAES_256 GCMEX
FHTINEZE, BREBEKMSRRERFEHINZIINESRE, LRERAR
NALEFE, (FRMERNZE,

ok, BRI TR SRS ERT ], APERRLIBIEmRE
=, ER—REKS TNSMIRE L Re REE RS ERNE R EEE.

SAF RIS

SAFRIFROASUT RN AR — MR NS ERE. S RIPHOIIIN
NRIS TSR0 AR T8 B AR E I B 75 & BRI A, 33 52 (S8 M FAFN
HNR N RIS B TR E LA R R O AR N BN A S A
MBERIXBG; RIS ZRIPRISUI RN AR TN R RS SRIETER
ENSHITRULER, RERFPINVFMSRE.

BB EIE APIX

SR AREE TR EE (MDM) RFFREELH
SHREHERSELE., SO RIRE SN, HFT MagicOS AIIZEt T4t
ST SR EIR S IR ST SDK,

SF RN AEFFTEIIRSETE AP, MagicOS BIHIEBHA R
BHTIN, A EFETERIEIREEE AP BOERS,
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METREFZNNAFRE, FMEAENNHSRRFEHILER, FhE
FEFRR APK &R ZEIRIERE, H APK AJERIEIR S LERRAUT
8] APl #=[1,

FAPLETHIRSEIBIERM APK BT, MagicOS RGBT FREAIE
B, BIRGGE, APK ZA8SREEIFEINER, IERRIGAIEREY, APKIEAR
BERENINR, FAREXREEE APl 253 EZeRE, LALRIE
FERENRE.

GE: XPEXRANSE,

FEFALRIF
AETEEER MagicOS XRFRFARIRIF. EREREHAIREFER
FRIBERAEGRE, 0. BRRA. BE. RAS. ATHRIFAFPIEF, MagicOS
BRMERNNAZEAFERAMEIENR, RSRENAINRERE. BAE
B, RE/RERE. NERSEERUR 7 BEAMBECREFRMEREE, It
Hb, MagicOS MR BIRRATHARMED FEAFRFARIFIRATFER, #H—F

RIFAFRITABSFA,

NREE

MagicOS RFERM T IRIZEHE, SEAIFEBREIN FERNIERZIR
RY APl FIRR. BUABRT, MAERKERETNR, BEREIE(1naER
T ERUZRIP APl AR, IR TIXE API IR FENZ 2, NIRENAER
RIREITRI BN AREREK, HRAPRERFEAET. MagicOS iFAEH
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X BRI PR AT R BRI BRI TR ERVESS], ATERIRATF / ZELEERA

HEMUR. SIREEREEENINIREERAE:

FEig

215
IR
BRI
ED]!
VEER
=5

=)3]
BIMERAES
BBz

AR A AOAsT
BEARMER
TSRO
RIEFAS
{EFAFIYELRS
Bl RERES
T8N

IREN ARSI
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PRI

fEEREUE

MagicOS 5.0 XS FEEIBEERENL. Z=X. [UENPRET, mNFAEiR4t
"ERAAR AR f "AREARIT EASHERNEEE]. SN
TENPRAT, WISRAFEE "ERAARNAN T | BPERNAER, NARE
pEEN. ZRX. UEEEINIR, SNARRERS, NAABREN
BN, Z5RX. (EEEINR. MRAFIEE "NRERSTE BT
N, NNAENXNAEETEEEA, sIERNNANER, SNATHREIEEaEk
FEILETE, URXEFIOSIRESHERARI, TRERLR, SEEHH
FAFERiEIFAN,

AR BR

A TH—TRFTRAPBEEAKEFET RS, MagicOS 7.2 FHAIEHE
ERRMD AR, ERIEMN, ORI =M SR B TR
™. MagicOS 8.0 FHiaxz#F "imEEP IR |, BAA LR AR T 5B

S E R ASRAHIEAER, MR AR T IS B NRNERE AR,

fEFAEIACSR

BIEREEmRENARGIBRAIURRE, 5N ARARITIEE AR
K. RRATSCIFEERIINEERS, NARGFEERFRTR TR
9HE, HPARZ5RFEFETIBRIIIR, BERFER T MR
[, REBMER. WEH, SEEBD N A EREIR LR
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FoRANRIIEIR TR FEREN R EERAEERITORE, RIERERFAHESRH, BE

BHHICREIL,

MagicOS 5.0 XN &R R BUREHRRITT A R ST =ICR N FEHR,
HAER. BEEFGIEREER. & "RE>ER FRE, Ban
8, 18, £5xX, BRRAFFERERSZ TOP 5 HINA, AERFRIET
RPN AR R IRER. FENRFERM TR A, AR
=NMEERNRTRRE, HERFPNES N EEEERFALENCE,

MagicOS 6.0 XJ Rz FEiGIEfFiEEIRRI T ASEIMAR ERICR, EiRFATSIE]
ICRPICFESRAD NE R, SR, WSFIEMSFIFsER, BN A
HROEEY, FriE, (ESFNRBRIUFERIEHITICR., SEB RIS =77
FAMIBRET, RASEGHMFRAISBa0EIE ER KSR BRI AP LSRR R
HIEATNRE,

FIERIRHIN R T R I RE IR

AT ERZREIINA CREIFRERIENNAERER, FIaNEdsceRH
PERIR A Web RSS2 FEHRINA) 3ISAPRTFRERENR, M
MagicOS 9.0 FHin, RFISENASEIEZREGIN ARENR G RENIR. RENR
BREEENRE. HERFEEE. RENATEBNAE. BFE. NAERE
SURIEAER, BUAEEN SR &RAIEAMERTNIR. RE3AR 2
INFAERIRRRAIN RESEE, FERREE, ZNATEERSRT L
RREUR,
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RE/RE/ERBERIEE

AT BRSBTS TREEE e X/ A/ B ERINER, ERAF
AABRIBR THITRE/RE/ZEBER, MagicOS 12t 7 HENAYREEL
g8, BNAERERAEZTX. BELESERBERN, RASEEN=REER
FENAEEERXERR. ARREZERN, SPEEEZNANREmEE
ZNFRRISPREIERE. BPEIURERTPRIXARE, XAEERE/R
& /AEEUE(ERAIN A,

ENARSS

MagicOS FEIREFRM—IMEMIRSHIFR, EERAEMKRSE, KBE
A=K7 GPS/WLAN/EEZF /Bub SR RIPIFENIIRE, #MIRXABFINER
B, RIPFRFPREARE.

RN AFEBIEMRSIABMNERR, NAFERBMNERRNR,
AFRILRIEN RIS R, RERGRTMAMEEEIR (FLE, AKX
BTV, (NERRREIRIF. M) « SAFIER XARIETRE |
R AE L TEIRE R e — RN RS R SR, MR TIZRIRE
VEER, SAPIERE "BERr  WNAERESETLERRVERER,
SRR "Bl |, NNAREREEIERER.

SAPIEERZRR, RERNAINAEREHRENERSR, SEiE

JENAEAFREGRTRENE, EMNARERSIEE—X.
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MagicOS 5.0 FEAst(U BRI ENEM £, IRH—SRAFRAMEH

EINEE. AR ERNARER SIREIZN AR SRBUERNERES.,
BEMBERE, TERBAFERAUE, PR EEHEIBER.

SR R RIF

EHEERFNNERETS, BWRERSFE—LEENER, iR
RUKEER. EBiE. ERFE, EEER. NERRFRFAEREITE, J5EGRA
BEH 15 DHWRIXATSW BB, SNAIEREMRASE, REEd
HRIREE RPN ABREETA. BNBPANIBEY RE > F > RIREFEELE
AEIER AR B AR PR,

IREIRRFHAR

ERGHETRETS, HFEAE—IIPERER. RiE MagicOS |7
MEEARTFERNE—IRRT. NAREARZSERESERRT.
XTI R BIRSRAN.

eI

MagicOS FRRFFRIERED =/, RFHRTFEMERE K, ERRERRY
MBSRLALAK -

RIFAZ% 1D (XBREANAGER, BEfttNRTERIE,

RFA4H ID: aIft—REXNARR, flINE—NAFAEFANZNAE
A3

IREHR ID: At EIRE ERTE N A,
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BEESIFAM

BEEMMSFAMEN TRRFREGER. WRFAHRER A, AP
KERIX PG HEE. NAEHTENREFNEEINRT, EEREFE
AE), IR ERERIXB .

R T BELER BB IREIRRTX AP TERR, MagicOS ZILE=ANA
SRBUR AR AMREIRART, 2 IMEL SN, MAC,

MagicOS tRRAFHARBHE:

IDRE | IDRFR | ERZR&MEREL | AR HEM
BEHFRIRST | UUID I FERERREYL | BXEAE | AR
WWRFHRE TMER | R BEL | EFTER
3\ UuID
FAF 1D Honor ID | 5RIEMKS ID, AT | IEREIKS | THERSHEK
RIECIRSFIE BEERK SHIMIER
Z 53 FSFA

MEEEERARREA R MMEIRSHIRRTELT,

MagicOS JIFF1E(t

TEEWHEERS (YOYO#IN) . EIEAFRMERRE, FRIERFH
EMTAER, ISEESWRHEERS L. BAISBEEDREIARA, 5L
WISAFERFARRIF. BEAPHEE EERIRAI N ASIERFRINBET RS,

(EE R TZIRA A ESLEUE. i RENAUHINRETE, BRI AEYE
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RS, EEmEREAITER, DSFHEF S SRS, RIGE

MR XD MABR, IXEIBFRRARIFER.

E7RTRS Bt &SHT
BN =3 AN
% o e > BRALCA
2 BlEIE|x A
= H | | !
ol | % | _ P
% (e (& s
§ A =M
A4 s
NI Bl
st
i S .
8|, % % % < #hE
= H Ex{AE N
+ Y| 1 |1 |
| | %
x| |& T
ESTRTAIEE

MagicOS 7.0, FAIET YOYO EiNFH) "SHIER" INRERMEDTRA
RiF, BAREREATIUART:

1. NAEGEINE: "SHRIER" DESRERFRBINARSEE (FS
13, RERS, HRfEiE) NARNSREAEIIEERIE (NFILTT
BHiE, %58, SHHNESFINE)  ATHERR, cinFRNERR
RUTOREIREE. TE EHRIZEUERT, FHSXAFINEERIFICRINE, (54
EOFI=mE, TARNEBIEZERATXSD, TABERFERN (17757
JIR) BREITIRIP.
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2. [FIEFEE: inREREAFARRAFPIIIEEFCE, FTENXLEHIE
TR, REMEFNE, SEEREXERIEHARPIIERENX
ARBINRERFRILERMNR, BIEMSEN NS RE T AHHERIX S
MIXEFIHE RS AT YOYO @i -SHIEIARY Al EIERIGHTH,

3. [RFATE: NADEREE, SARERLASREZEENAR, S#1TAE

FEREITEINE, LUBMR N ASBIRSZRIEE. X8, SEIRNER

FERATIE. FERABURIEREMS, FEAFIES IRV, SURINMAYDER

K ke, EAIESERBA, SEIHTADERN, Bk, BRARE

ELSFHIRURGNER. 8R), BEREXENEGERR, MEHEMEUX

MR, YOYO #EN-SEHIEIX, SFIFKF, [ERAFE Epsilon =

4,

4. APRA: TABESEEIDR, RARNBSE LR, BIEEAR

SERR=FIEEREBREZIEAERETA, FHEHENTA (FBFL) EERY

HEE, MESRMMEFHEFINSZR, MEBERAFER, RIETHE

ERAIEIREIIIED AR,

[ERITENE, ERIFABPREAMRIRAFER LR TES M, KBRS
23, REZHLUENET TEENETESF—RIIIRA, RRHEBEXER
ANHIRRTER, SESAERNNASSIINE, EEERFRARFAIRIR
T, BAPRREEIARRTRISH.
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FRRABIRF=ER
MagicOS TERFE-HEREHIIIRTABERIE, TEFF L SA R R AN

HTEEMA, REZIMERERRILEERABEREE, HTEMNERR
FABERESBARE, BB MEZ AR MagicOS IRAAHXI M AIFSFARSBAE
PSFABERERHIES®E : https://www.honor.com/privacy-

policy/worldwide/

ERES
FEIFEEUAPRELEMERAZSE, MagicOS IRINEET A .
BERAZENANREIRRERIFEEN: BT CREHEEIRE SRR
1, KITRERMESNRTEEESRIFNVITEMRE, EZEMABP ARG
ENEE A
EREREMRSTENRERN, REFEENREREIREENER,
LASSIIXS e AN 2 8, FERY 7 E INT 2N L
(Honor Security Response Center, HSRC) , B OFHEFF=RHNZLM,
HIRINFE~mEERmBNARE A, TLUBELITAERRERRE:
security@honor.com, FELZENAMNHOHNEERERENNERSE
BYSEXR, ERNEALAREERERIES, FiTARMmRRIREIIHEE T BE,
FEENSEERMFRRERENRE.,
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“El1EZ/Acronyms and Abbreviations

TEMIES
RS T ELFR X &R
2D Two Dimension o
3D Three Dimension =4
3DES Triple Data Encryption Standard =EHUEINENE
AES Advanced Encryption Standard ERINERE
Al Artificial Intelligence ATERE
API Application Programming Interface | N334 IEEC
APK Android application Package Android %%
ARM Advanced RISC Machines BRrEEESEITEN RS
ASLR Address Space Layout AT BB H
Randomization
ASR Automatic Speech Recogpnition BalEE R
BLE Bluetooth Low Energy RIS
BTI Branch Target Identification pa =l antabill
BYOD Bring Your Own Device £ H CHIRE DR
CA Certificate Authority IEBA O
de Common Criteria BRNE
CE Credential Encryption EEm=
CFI Control Flow Integrity =Rl
CNN Convolutional Neural Network LT R
DE Device Encryption REINE
DEP Data Execution Prevention FUEMITIRIP
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CMP Certificate Management Protocol UERETBEHY

DAC Discretionary Access Control BEipaEd

DRM Digital Rights Management IR

EAP Extensible Authentication Protocol | BI# RIAIENY

ECB Electronic Code Book IR

ECC Elliptic Curve Cryptography HEINZEEE

ECDSA Elliptic Curve Digital Signature HEHMZEHFSEEE
Algorithm

elD electronic IDentity EFEMHIRR

EMM Enterprise Mobility Management W BEER

eMMC Embedded Eultimedia Card RN SRR

MagicOS MagicOS S MagicOS &%t

GAN Generative Adversarial Network HERRXIHURILE

GP GlobalPlatform SRESER

GSM Global System for Mobile EBBERSR
Communications

HKIP Honor Kernel Integrity Protection SRR RIP A =

HMAC Hash-based message S EISUNIRE
Authentication Code

HOTA Honor Over The Air SRE=HFHR

HTEE Honor Trusted Execution SSETEHTINE
Environment

HUK Hardware Unique Key B IE—2E5

HUKS Honor Universal Keystore RIEERERERR

ID Identifier R
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IMEI International Mobile Equipment EFREEREITRR
Identity

loT Internet of Things YPEX

IPSec Internet Protocol Security RFRI MY Z 2N

IT Information Technology SERA

JOP Jump Oriented Programming SRR

L2TP Layer Two Tunneling Protocol 5 2 ERFEDY

LKM Loadable Kernel Module BINEAZIER

LSM Linux Security Module Linux Z21&ER

LTE Long-Term Evolution KHEEH

LTO Link Time Optimization HERZRT(UAL

MAC Mandatory Access Control G|l

MAC Media Access Control RIS (MAC ik
RS NSZ Tt )

MDM Mobile Device Management BomeRemE

MPPE Microsoft Point-to-Point Encryption | &% saXd sizsN

NFC Near Field Communication KBRS LB SR

NIST National Institute of Standards and | ZEERMESRAHTRR

Technology

NLP Natural Language Processing BRIESE

NPU Neural Processing Unit TS LR AR ER ST,

oS Operating System RS

OTA Over The Air =hFAK

P2P Peer to Peer RXTAR

PA Pointer Authentication 1BEHAIE

PAN Privileged Access Never HUE(GRIZE LR
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PIN Personal Identification Number DMABBIRBIRG

PKI Public Key Infrastructure AHZRERIS

POS Point of Sales HER

PPTP Point-to-Point Tunneling Protocol | FZIlsaRREY

PRNG Pseudo-Random Number {RBEINE SRk
Generator

PSK Pre-Shared Key it =#5H

PXN Privileged Execute Never RUER P TEE

RAG Retrieval Augmented Generation IERIEEAERL

REE Rich Execution Environment T EHITINE

ROM Read-Only Memory Risfrtifies

ROP Return Oriented Programming REISA4HE

RSA Rivest Shamir Adleman RSA In=&%

RPMB Replay Protected Memory Block BERRIPEEX

SCEP Simple Certificate Enrollment E BRI EAR N
Protocol

SCP Secure Channel Protocol TEEENY

SD Secure Digital Memory Card REHFFER

SDK Software Development Kit RUFETES

SELinux Security-Enhanced Linux Ze 18R Linux

SFS Secure File System RENMHRS

SHA Secure Hash Algorithm REBFIEE

SN Serial Number FAS

SOTER Standard Of auThentication with BSUESONETRSE R
fingERprint

SRC Security Response Center

e IVES U VS Sl
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SSL Security Sockets Layer RoEiER

TA Trusted Application B{ERIF

TEE Trusted Execution Environment AI{EHITING

TLS Transport Layer Security EmEZT 2NN

TSM Trusted Service Manager SRS ERE

TUI Trusted User Interface B{EAFfRE

uDID Unique Device Identifier REME—IRRRT

uID User Identifier AP SRTRRAF

UuID Universally Unique Identifier BRE—TRRR

VAE Variational AutoEncoder T BrifwEiSes

VM Virtual Machine REHAN,

VPN Virtual Private Network REFAE R

WAPI WLAN Authentication and Privacy | Fo&k/Bis ML BIFHRZERY
Infrastructure &

WEP Wired Equivalent Privacy BEEINE

WLAN Wireless Local Area Network y 53

WPA Wi-Fi Protected Access Wi-Fi {f&4Pi1a)

WPS Wi-Fi Protected Setup Wi-Fi (RiFig &
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(EARRess

HEA (EBIEEGS

2021-08-12 | #ItakRA

2022-03-08 | MagicOS 6.0krAEHT

2022-11-18 | MagicOS 7.0kATEH

2024-01-10 | MagicOS 8.0kRAEH

2024-10-21 | MagicOS 9.0hATEHT

2025-10-15 | MagicOS 10.0RAE#H
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